Havano paboTbl ¢ ycTpoiictBamu PyTokeH

B aTom gokymeHTe

B aTtom gokymeHTe
O6wwas nHdopmauus
® [lpu3HaKn KOPPEKTHOTO NOAKIIOYEHUST YCTPONCTB PYyTOKEH K KOMMNbIOTEPY
® [laHenb ynpaeneHnus PyTokeH
® PIN-kog MNonb3oBaTens
® PIN-kog AgMuHMCTpaTopa
® [loaknoyveHne ycTponcTB PyTOKEH K KOMMbIOTEPY
® [logknioyeHne TokeHa
® [logkntodeHne cmapT-kapThbl
® [MopknioveHne Bluetooth-TokeHa
® Banyck [MNaHenu ynpasnexus PyTokeH
® 1 cnocob. 3anyck c pabo4yero ctona komnbloTeEpPa (MCnonb3yeTcs, ecnu Ha Paboyem cTone ecTb 3Hayvok MaHenb ynpaBneHus PyTokeH)
® 2 cnocob6. 3anyck U3 MeHto Nyck (Mcnonb3yeTcs, ecny Ha paboyem cTone HeT 3Hadvka lMNMaHenb ynpaBneHust PyTokeH)
® 3 cnoco6. 3anyck n3 MNaHenu ynpaBneHns KOMMNbIOTEPa (MCMOMb3yeTCsl, €CNU CKPbITa NaHernb 3aaaY)
Bbi6op ycTpoicTBa B MNaHenu ynpasneHus PyTokeH
[MpoBepka KOppeKTHOCTM BbIOOpa yCTpONCTBa
MpocmoTp cBeaeHwnin 06 ycTpoiicTBe PyTokeH
Beopg PIN-koga Monb3oBatens ans paboTkl ¢ ycTpoicTBOM PyToKeH
M3ameHeHune KonuyecTBa ycTponcTs PyTokeH S Ans ogHOBPEeMEHHOM paboTbl HECKOMNbKUX TOKEHOB Ha KOMMboTEpe
Bei6op kpunTonpoBaiaepa, UCnomnb3yemMoro no ymonyaHuio, Anst ycrponcresa PyTokeH
Bbi6op MeToaa reHepauum kntodesbix nap RSA (ans yctponcTtea PytokeH OLITM)
Bri6op HacTpoek anst PIN-koaa
NameHeHune PIN-koga MNonb3oBaTens
Yka3aHue lMonb3oBaTenemMm UMeHn yctporucTea PyTokeH
Beog PIN-koga AgmuHucTpaTtopa anst paboTbl ¢ yCTpoMCTBOM PyTokeH
MN3meHenne PIN-koga AoMuHucTpaTtopa
M3meHeHne AgmuHnctpaTtopom PIN-koaa Monb3oBaTtens
Pasbnokuposka AgmutHuctpatopom PIN-koaa Monb3osatens
dopmaTtnpoBaHme AOMUHUCTPATOPOM ycTpoincTea PyTokeH
® OcobGeHHocTU hopmaTmpoBaHus Bluetooth-TokeHa
YKasaHne umeHun yctpoiictea PyTokeH npu hopmaTtvipoBaHmm
MN3meHeHne nonutukm npun doopmaTmpoBaHnm
YkasaHue HoBoro PIN-koaa MNonb3oBatens (AaMuHMUCTpaTopa) npu doopMaTMpoBaHum
YkasaHve muHumansHoi AnunHbl PIN-koaa Monb3oBatens (AgmuHucTpartopa) npu hopmaTupoBaHum
® YkasaHve MakcyMarnbHOro KonuyecTsa nonbiTok BBoaa PIN-koga MNonb3oBatens (AoMuHucTpaTopa) npyu hopmaTnpoBaHnm
Pabota ¢ nonutnkamu kadectsa PIN-koaa
MpocMoTp KMtoYeBbIX Nap U cepTUdrKaToB, COXPaHEHHbIX Ha YCTpoWcTBe PyTokeH
Peructpaumns kopHeBoro ceptudukaTa yaoCTOBEPSIOLLErNO LeHTpa B Ka4ecTBe [OBEPEHHOIO KOPHEBOIO cepTudmkaTa
MpocmoTp nHpopmaumm o ceptudmkaTe (kntoveBor nape, NMMYHOM cepTudmKaTe), COXpaHeHHOM Ha ycTpoicTee PyTokeH
OkcnopT cepTudhmkaTta B ann
® 1 cnocob
® 2 cnocob
MmnopTt RSA ceptudmkata v knroyeBoii napbl RSA Ha ycTpoiicTBo PyTokeH
HasHaueHve cepTudmkata Ans knioyeBor napbl
HasHauyeHve HoBoro RSA cepTudmkata ans knioyesor napbl RSA
YcTtaHoBka Ans nuyHoro ceptudmkata RSA atpubyta "no ymonyaxuio"
Ynanenve ans nuyHoro ceptudunkata RSA atpubyTta "no ymonyanumio"
Peructpaums nuyHoro ceptudukarta B nokanbHOM XpaHunuile
YpaneHve nuyHoro ceptudmkaTa 13 nokanbHOro XxpaHunumiia
Ynanenvne RSA ceptudmkaTa (kntoyeBor napbl RSA, nuuHoro ceptudmkata RSA) 13 namatu ycTpoictsa PyTokeH
MopkntoyeHne PyTokeHa kK ycTponcTsy Ha Android
PyTOKeHbI, KOTOPbIE MOXHO NOAKMOYNTL K yCTpoicTBY Ha Android
YcTaHoBka npunoxeHus MaHenb ynpasneHus PyTokeH Ha Android
Moaknioverune Bluetooth-TokeHa k ycTpoiicTBy Ha Android
MogkntoveHune PyTokeHa ¢ pasbemom Type-C k yctpoiictBy Ha Android
MopkntoveHne ayanbHom cmapT-kapTel ¢ nogaepxkot NFC k ycTponctsy Ha Android
Pa6ota ¢ npunoxeHvem MaHenb ynpaeneHns PyTokeH
® i3meHeHune PIN-koga
® |I3mMeHeHWe MeTKM yCTpoiicTBa PyTokeH
® Pasbnokmposka PIN-koga



® OcobeHHocTu B paboTe ¢ Bluetooth-TokeHom

® [lpocmoTp uHaMKaTopa 3apsaku akkymynstopa Bluetooth-TokeHa

® YcTaHoBKa BpeMeHu paboTbl B pexxunme oxuaanus ans Bluetooth-tokeHa
® OcobeHHocTu B paboTe ¢ ycTporcTeom PyTokeH OLIM Flash

O6wasa nHopmauus

Mpu3Hak1 KOPPEKTHOro NOAKMIYEHUs1 YCTPOMCTB PYTOKEH K KOMNbIOTEPY
OCHOBHbIE NpU3HaKN NOAKMIOYEHMS! YCTPONUCTB PyTOKEH ykasaHbl B Tabnuue 1.

Tabnuua 1

Ha3aeaHue ycTpoiicTBa MpuaHak

TokeH, Bluetooth-TokeH, TokeH ¢ pasbemom Type-C | Ha ycTpoWicTBe CBETUTCS MHAMKATOP

CmapT-KapTa Ha cynTbiBaTesnie aAnsg cMapT-KapT CBETUTCA UHAUKATOP

BOIEE)GMH BbINOSTHEHNS Onepawuunii C yCTPOMCTBOM PyTOKEH HU B KOEM Crlydae He OTCOeaUHANTE ero oT KoMMNbloTepa. ATO MOXET NPUBECTU K OLLNGKeE.

Maxenb ynpaBneHusi PyTokeH

MaHenb ynpaeneHus PyTOkeH — 3TO nporpammHoe CpeacTBo, NpeaHa3HayYeHHoe Ans obcnyxvBaHust yCTPOUCTB PyTOKEH B ONepauMoOHHbIX cucTemMax
cemeiictBa Microsoft Windows. MaHenb ynpaBneHusi PyTokeH ycTaHaBnMBaeTcsi B cUCTeMe Npu ycTaHoBKe komnnekTa "Oparsepbl PyTokeH agns Windows".

Buapbl nonb3osatenent B MNaHenu ynpasneHus PyTokeH:

® [lonb3oBaTenb;
®  AgmuHucTpaTop.

PIN-kon, Nonb3oBaTens
PIN-kon Monb3oBaTens sBnseTcs naponem, KOTopblii UCMONb3yeTCst AN AOCTyNa K OCHOBHbIM OYHKLMAM yCTponcTBa PyTokeH.

PIN-koa Monb3oBaTtens no ymonyaxHuio — 12345678.

PIN-koa AamuHucTpatopa
PIN-kon AaMUHMCTpaTOpa SIBNSiETCA NaponeM, KOTOpbIl UCNOb3yeTCs AN AOCTYNa K aAMUHNUCTPATUBHBIM (PyHKLMSAM yCcTponcTBa PyTokeH.

PIN-kog AomMuHucTpaTopa no ymonyaxsuio — 87654321

MoakntoyeHne ycTponcTs PyTokeH Kk KoMNblOTeEPY

MogknoyeHne TokeHa

[ns nogkntoveHust TokeHa BcTaBbTe ero B USB-nopT komnbtoTepa. Ecnm TokeH NoakmtoyeH KOPPEKTHO, TO HA HEM HAYHET CBETUTLCS UHAMKaTOP.

MoaknioyeHune CMapT-KapTbl

[Ina nogknioyYeHns cmapT-KkapTbl K KOMMbIOTEPY UCNONb3YeTCs CYMTbIBATENb CMapT-KapT.

K USB-nopTy KoMnbloTepa MOXHO MOAKIIOUYUTL Kak MyCTON CUMTbIBATENb, Tak U CYMTbIBATENb CO BCTABIIEHHOW CMapT-KapToW.
[lns noakntoYeHnst cMapT-kapThbl K KOMNbIOTEPY:

1. BcTaBbTe cMapT-kapTy B CHUTbLIBATESb.
2. MopgkntounTe cuntbiBaTenb k USB-nopty koMmnbloTepa. Ecnv cmapT-kapTa noakntoveHa KOPPeKTHO, TO Ha CYMTbIBaTeNe HauyHeT CBETUTLCS
nHamkatop. Ecnv cmapT-kapTa BcTaBneHa B CUMTbiBaTENb HEKOPPEKTHO, TO MHAMKATOP Ha CYUATLIBATENE MOXET MUraThb.

MogknoyeHne Bluetooth-TokeHa

Bluetooth-TokeH nogkntovaeTcs k komnbloTepy nNpu nomowy microUSB kabensi. Ecnu Bluetooth-TokeH NoakmntoyeH KOPPEKTHO, TO HA HEM HaYHeT
CBETUTLCS MHAMUKATOP.



MopknioueHne PyTokeHa ¢ pasbemoM Type-C K KomnbloTepy

PyTokeH ¢ pasbemom Type-C noaknioyaeTcs K KOMMbIOTEPY, Y KOTOPOro ecTb cneuuansHbiii nopT USB Type-C. Ha HekoTopbIx KOMNblOTEpax 3ToT NopT
o603HayeH kak Thunderbolt 3 (USB-C).

Ecnun TokeH nogkntoyeH KOPPEKTHO, TO Ha HEM Ha4YHET CBETUTLCA MHOUKATOP.

3anyck NaHenu ynpaeneHus PyTokeH

CyLLecTByeT HECKOSbKO crnocoboB 3anycka MaHenw ynpasneHus PyTokeH:

1 cnoco6. 3anyck c paboyero crona KoMmnbloTepa (Mcnonb3yeTcs, ecnm Ha Paboyem cTone ectb 3Ha4yoK
Maxenb ynpasneHusi PyTokeH)

[Ba pasa LWenkH1Te NeBon KHOMKOWM Mbilwu Nno 3Hauky MNaHens ynpaeneHust, pacrnosioxXeHHOMY Ha paboyem cTorne koMmnbloTepa.

2 cnoco6. 3anyck u3 meHto lMyck (Mcnonb3ayeTtcs, ecnu Ha paboyeM cTone Het 3Hayka MaHenb ynpaBneHus

PyTokeH)
[Onst Windows 10:

1. Haxwmute MNonck B Windows.
2. B none noucka eeeaute CTpoky "PyTokeH". ECnn ncnonb3yeTtcs aHrmuiickas Bepcusi onepaLyvoHHON cucTemsl, To BBeauTe cTpoky "Rutoken”.



3. WenkHnTe NeBoW KHOMKOW MbILLIW NO Ha3BaHWIO HaWAEHHOW Nporpammel.

= 0 ] UALTPE

Jyywee coOTBETCTBHE 3

"} MaHenb ynpaenenus PyTokeH
Knaccuueckoe npuacxeHue

Py'rOKEH|
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[na Windows 7:

1. Haxwmwure lMyck.
2. B none nowcka BBeanTe CTPoKy "PyTokeH". ECnn ncnonb3yeTcs aHrmnminckas Bepcusi onepaumoHHOM cucTeMbl, To BBeauTe cTpoky "Rutoken”.
3. LenkHnuTe nesow KHOMKON MbILLX NO HA3BaHWIO HAaNAEHHON NPOrpaMmsbi.
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[Ons Windows XP:

1. Haxwmwute lMyck.
2. JleBOWi KHOMKOV MbILM LWENKHATE N0 Ha3BaHUIO NyHKTa MeHo MNouck.
3. B neBoit yactu okHa PesynbTaThl NOMCKa LLEeNKHMTE JIEBOW KHOMKOWM MbILLM NO cCbinke airbl U Nanku.



4. B none Ans ykasaHus umeHun darina BBegute cTpoky "PyTokeH". Ecnin ncnonb3yeTcst aHrnuinckas Bepcust onepaunoHHON CUCTEMBI, TO BBeAUTe
ctpoky "Rutoken”.
5. Haxmute Hantu.
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3 cnoco6. 3anyck us MaHenu ynpaBneHus KOMMbOTepa (UCMomnb3yeTcs, eCnu CKpbiTa naHenb 3aaav)

1. 3anyctute guanoroBoe okHo. [ns aToro Haxmute kombuHauwmo knasuw Win+R.
2. B gmanoroBoM okHe BBeauTe cToky "control panel” n Haxvute OK.

g

3. B MaHenu ynpaeneHus LuenkHuTe no ccoinke OGOpyaoBaHue U 3BYK.



4. UenkHuTe no ccbinke MaHens ynpaeneHus PyTokeH.

Beibop yctpoincTsa B NaHenun ynpaenenuns PyTokeH

Ecnu kK KOMMbIOTEPY NOAKMIOYEHO HECKOSIBKO YCTPOUCTB PYTOKEH OHOBPEMEHHO, TO Nepes Ha4yarnom paboTel Heo6xoaMMo BeIGpaTh YCTPOWCTBO, C
KOTOpbIM BYAYT BBINOMHATLCS ONepaLmn.

[ns BeiIBopa ycTporcTea:

1. 3anyctute MaHenb ynpaesneHus PyTokeH.
2. Ha Bknagke AGMMHUCTPMpOBaHMWE B packpbiBatoLemcs crivcke MopknioyeHHbie PyTokeH BbibeprTe yCTPOMCTBO.

il Manenk ynpaenenus Pytoke >

AAMUHWCTpUpOEaHWe CepTWduWkaTel  Hacrpolikw O NPoOrpamme

KomnaHua: wAKTHE»

CduUnanbHbIl CAAT: nttps: . rutoken. rug

Bepowa gpaiieepoE PyTokeH:

Cny#fa TEXHNYECKON NOALE PHIKN: hotline@rutoken.ru
hitps:/fwwww, rutoken. ru/support/feedback)
+7 (495) 925 77 90

2 KoMNaHWA «AKTHE=, 2003-2020. Bre Npaga 3alWMUeHkl,

PyTOKEH S ABNAETCA ZAPEMMCTPMPOBAHHOA TOPrOBOA MAPKOA KOMNAHWN s AKTHE

3akpeTE

[MpoBepka KOpPEKTHOCTM BbIGOpa yCTponcTea

[insi npoBepku KOPPEKTHOCTU BbiGopa yCcTponcTBa:

1. 3anyctute MaHenb ynpasneHusa PyTokeH.
2. BbibepuTe yCTpOMCTBO PyTOKEH.
3. Haxmute NHdopMmaums. OTkpoeTcs okHo MHdopmauus o PyTokeH.



4. Ecnu BbibpaH Bluetooth-TokeH, To Heo6xoaMMo cpaBHUTL 3HaveHue B none ID (nocneaxue 5 undp) ¢ undpamm, ykazaHHbIMU Ha Kopnyce
Bluetooth-TokeHa.

il Whdbopmauma o PyToken >
Wmsa: <na label=>
Mogene: PyToken 3LN 2.0 (2003}
CHCTEMHOE MMA: Aktiv Rutoken ECP 1
1D 0824865395
Bepowna: 20.01.21.00 (63)
OBwas NaMaTe: 3awmweHHas: 65536 BanT
CeoB0AHaA NamaTe [(GBalT): 58912

PIM-kog NMonb3osaTens MOXET BBITe M3MeHEH:  [oOAB30BATENEM W AZMHUHWCTRATOROM

WNenonezosanne UTF-3 B PIN-kogax: BozmoxHo
Mopaepska Kpuntollpo ©KH: Het

Microsoft Base Smart Card Crypto Provider: MogaepxuneaeTca
YTpoWcTED NogrAyYeHo no ROP: Het

5. Ecnu BbiGpaH TOkeH, TO HEOOXOAMMO CpaBHUTL 3HadYeHue B none ID ¢ uudpamu, ykasaHHbIMU Ha Kopryce ToKeHa.

il VMndopmauma o PyToken *
Mma: <no label=
Mogenk: Pytoken 3N 2.0 (2000)
CHCTEMHOR MMA: Aktiv Rutoken ECP O
=3
Bepowna: 20.05.23.02 [03)
OBWwan NnamaTe: JawmMweHHan: 65536 BanT
CEOBOAHAA NamaTe (BalT): 23512

PIN-kop NMone30BaTens MOXET BBITE W3MeHEH: [MoABI0BATENEM W AZMHUHWCTPATODOM

Wenonezosanue UTF-8 B PIN-kogax: Bo3mMoxHO
Mopaepxka Kpuntolpo ©KH: Het

Microsoft Base Smart Card Crypto Provider: MogaepxueaeTca
YrpoWcTBEo nograyeHo no RDP: Het

MpocmoTp ceBeneHu 06 yctponctee PyTokeH
[na npocmoTpa ceefeHuin 06 ycTpocTBe PyTOKEH:

1. 3anyctute MaHenb ynpasneHusa PyTokeH.
2. Bbibepute ycTpoiicTBo PyToKeH.



3. Haxmute UHdpopmauua. OTkpoeTcs okHo MHdopmaumsa o PyTokeH.

il Manens ynpaenenna PyToke

ASMWHUCTRPUPOEAHWE  CepTudmeaTel HacTpoikwm O nporpamme

MogkniYeHHbBIe PyToKEH

|\.’P}.|'TUKEH N 200 ~ Beecti PIN-kog,...

MH$opmayma

EHDKESETbCBEAEHHHDTDKEHE I MHb opMaLus... I

¥npaeneHnwe PIN-kogammu

..’}F Pazénokupogate PIN-kogpl nonesoeaTens. HeoBxogumel

PazénoknpoEaTe
@ npaesa gocryna AgMuHncrpaTopa PyTokeH P

MzmeHuTe PIN-KOAE NOABI0EATENT WAKM AAMWHWCTRATOPA. (e e s
7| HeoBxogWMbl COOTEETCTEYHIWME NPAEA 40CTYNA -

Mma TokeHa

3agaTe MMA TOKeHa, HeoBxogumel COOTEETCTEYH LM E .
~ Mpaga gocTyna
QOpPMATUPOEIHWE TOKEHA

1 WHUUWanusnpoeaTe GainoByo CUCTEMY M ONPEegennTE DOpMATUPOEATE. .
o MOAWTHEM BE30NACHOCTH TOKeHa. HeoBx0 MMEl NpaEa
A0CTyNa AZMUHWCTpaTopa PyTokeH

S3aKphiTe




il WHdopmauma o PyToken
Wma:

Mogenk:
CHCTEMHOE MMA:
1D

Eepcwa:

OBwWwaa namaTe:

CE0BOAHAA NamATE [BalT):

PIM-k0a MNMonE30EaTENA MOMXKET BBITE M3MEHEH:

HMecnonezoeadue UTF-2 B PIN-kogax BoOZMOMHO
Mogaepxka Kpuntolpo $KH: HeT

Microsoft Base Smart Card Crypto Provider: MNogaep*KEasTCA
¥TPOWCTED NogknyeHo no ROP: HeT

<no label>

PyToken 3UN 2.0 (2000)
Aktiv Rutoken ECPO
0891118147

20.05.23.02 (03}
JawmweHHan: 65536 GalT
28512

Monb3I0EaTENEM M AJMUHWCTRATOPOM

OnucaHwue, HpeﬂCTaBﬂeHHOVI B NaHenu ynpaefieHnsa I/IHq)OpMaLl,I/IVI 06 yCTpOI;ICTBe PyTOKeH, npmeeaeHo

B Tabnuue 2.

Tabnuua 2

Mone
Nms
Mogenb
CucrtemHoe nms
ID
Bepcus
O6wasn namsTb (6awT)
CBob6ogHas namsTb (6aiT)

PIN-kog Monb3oBaTtens MOXeT GbITb
N3MeHeH

Mcnonb3osaHme UTF-8 B PIN-kogax

Mopaepxka Kpuntolpo ®KH

Microsoft Base Smart Card Crypto Provider

YcTponcteo nogkntodeHo no RDP

Onucaxve
MepcoHanuanpoBaHHas MeTKa YCTpoWCTBa
O6Len3BecTHOE HAMMEHOBaHWe YCTPONCTBa
HaumeHoBaHwue, ncnonb3yemoe Anst 0603Ha4EHNs YCTPOWCTBA B APYTUX NPUNOXKEHUAX
YHUKanbHbIN LUMPOBON MAeHTUDUKATOP YCTPOUCTBa
Bepcusa npolmsku yctponcTea PyTokeH 1 donarm cocTostHuA
O6wuin 06beEM NamaTh BbIBpaHHOTO ycTpoicTea
O6beM NamMaTK YCTPOMCTBA (LOCTYMHbIN NONb30BaTENHO)

MonwuTuka, BeIGpaHHas Ans cmeHbl PIN-koaa MNMonb3oBatens Ha ycTpoincTase

Bo3MOoXHOCTb 6e30nacHOro UCMosib30BaHNs KUPUIIIMYECKUX CUMBOSOB npu 3agaHum PIN-koga
Moppepxka yctporictBom paboTbl ¢ Kpuntolpo PyTokeH CSP no sawuieHHomy kaHany ®KH

Moppepxka ycTporcTBOM paboThbl CO CTaHAAPTHLIM NOCTaBLUUKOM KpunTorpadum ans cMapT-kapT oT
Microsoft

MopkntoyeHo nu ycTponcTBo no npotokony RDP

[MpocMOTp Bepcum yCcTaHOBNEHHOrO KoMnnekTa "[pansepbl PyTokeH ons

Windows"

[Ina npocmoTpa Bepcun yCTaHOBNEHHOrO KoMnnekTa "[Apaisepbl PyTokeH ans Windows":



1. 3anycTuTe MNaHenb ynpasneHnsa PyTokeH.
2. Mepenpute Ha Bknagky O nporpamme. B none Bepcus apaiiBepoB PYTOKeH ykasaHa Tekyllas Bepcus komnnekta "[dpanBepsl PyTokeH ans
Windows", ycTaHOBNEHHas Ha KOMMblOTEPE.

il Manens ynpaenenus PyToked *

AIMWHWCTpHpOBaHWe CepTWdmikaTel  HacTpolfikw O Nporpamme

KomnaHua: «AKTHE®

CibuynaneHeId CanT: hitps:/wwnw. rutoken,rug
Bepcua gpadieepoE PyTokeH:

Cny»Ba TEXHWYBCKONA NOALE PHKH: hotline@rutoken.ru

hitps:/fwww. rutoken.ru/support/feedback/
+7 [495) 925 77 90

2 KoMnaHua «AkTHE=, 2003-2020, Bce npaga aWwWueHE,

PyToKeHE ABNAETCA 33PErMCTPUPOBAHHON TOPrOB0OM MAPKON KOMNAHMK s AKTHES

3aKpuTe

Beog PIN-koga Nonb3oBaTtens ans paboTtbl ¢ yCTPONCTBOM PyTOkeH
Mocpe BBoaa HenpasunbHoro PIN-koaa Monb3oBaTensi HECKONbKO pa3 nogpsia yCTporucTBo PyTokeH 6nokvpyeTtcs. PasbnokupoBaTb ero MoXeT TOMbKO
AL@«MCTpaTop ycTpovicta PyTokeH.

[ns BBoga PIN-koga Monb3oBaTtens:



1. 3anycTuTe NaHenb ynpasneHns PyTokeH.

o gk~ wWN

il Manens ynpaenenna PyToken

AAMWHWCTPUPOBAHWE  CepTudmkatel Hactpoikw O nporpamme

MogknmYeHHBIE PyToKEH

| + PyToken 3LM 2.0 w ‘

WMHGopmayma

@ MokazaTe CEEJEHWA O TOKEHE

¥npagneHe PIMN-kogamm

.."“g-—g PazBnoknpoeaTe PIN-kogs nonksosatena, Heobxogumel

npaea 4ocryna AgMUHKWCTpaTopa PyTokeH

MzmeHuTe PIN-KOgE NOAEZ0EATENA MAW AZMWHWCTPATORA,
| HeoBxodWMel COOTESTCTEVIOWME NPaga 40CTyna

Mma TokeHa

3a4aTe WMA ToOKeHa, HeoBXogWMEl COOTEETCTEYIOWME
~ Mpaga gocTyna

PopMaTUpOEaHWE TOKEHA

1 MHALWMANM3MPOEaTE halA0BY0 CUCTEMY 1 ONPELENUTh
« NOAWMTHEW BE30NacHOCTH ToKeHa, HeoBxoauMel NpaGa

AocTyna AgMuHucTpaTopa PyTokeH

Esectu PIMN-kog,..

NHdopmauna..,

PazénoknpogaTe

MZ3MeHWTE. .,

MzmeHuTE...

DopMATHPOBATE. .

3aKkpeITE

. BblbepuTte ycTpoictBo PyTOKEH.

. MNpoBepbTe KOPPEKTHOCTL BbIGOpa ycTponcTaa.
. Haxxmute Bectu PIN-kop.

. MpoBepbTe, 4TOGHLI NEpeknoyaTens Gbln YyCTaHOBMEH B nosnoxeHve Monb3oBarernb.
. Beegute PIN-koa Nonb3oBaTens.




7. Haxmute OK.

il Manvens ynpaeneHna PyToken bt

Beegute PIM-kDg

CYWTHIEATENE

& pyroken 30N 2,00

(®) NonezoeaTene

() AgMUHWCTRETOP
PIM-kog
--------l EM
OK COTMeHa

8. Ecnu BBeaeH HeBepHbIii PIN-kof, To Ha akpaHe oTobpasnTcst cooblueHne o6 3Tom. B none ocTanoch NOMbITOK ykazaHo MakcuMaribHoe
KonunyecTBo nonbiTok BBoga PIN-koaa.

il Manens ynpaenenna PyToken >

Owwreka

HeygadHaa ayTeHTUGMEAL KA.
[ocTanoce NONBIToE: 9)

HMeToMHHE DWKWBKK Rutoken
Kog ownekn 0300

N3meHeHune konnyecTBa ycTponcTB PyTokeH S onga ogHoBpeMeHHOW paboTbl HECKOMbKUX

TOKEHOB Ha KOMIMbOTEPE
Tag Eak MOXeT NoTpeGoBaThCs nepesarpyaka KoMMbIoTepa, Nepes U3MEHEHNEM KONMYECTBA YCTPONCTB PyTokeH S Ans oAHOBpeMeHHon paboThi

H NbKUX TOKEHOB Ha KOMMNbIOTEPE peKOMEeHOYeTCA 3aKpbITb BCE paﬁoTaroume npunoxeHunsa

OTa HacTpolka ncnonb3yeTcs:

® ecnu nonb3oBaTento HeO6XOANMO YBENUYNTL KONMMYECTBO YCTPOWUCTB PyTOoKeH S Anst 0oAHOBPEMEHHOW paboTbl HECKONBbKUX TOKEHOB Ha
KOMIMblOTEPE;

® ecnuv onepaLMoHHON CUCTEMON He pacro3HaloTCsi HOBbIe, NOAKMoYaeMble YCTpoincTBa PyTokeH. B aTom crnyyae Heo6X0AMMO yMEHbLINTL
KONMYeCTBO yCTPOMCTB PyTokeH S Ans ogHOBpeMeHHOW paboThbl;

® ecnu Ha koMnbloTepe BoobLLe He ncnonb3aytoTcst PyTokeH S.

[lns sMeHeHUs1 KonNuMYyecTBa YCTPONCTB PyTokeH S AnNsi oAHOBPEMEHHOMN paboTbl HECKOMNbBKMX TOKEHOB HA KOMMbIOTEPE:
1. 3anyctuTe MaHenb ynpaenexHus PyTokeH.

2. MepewiguTe Ha BKknaaky HacTpomnku.
3. B packpbiBatoLemcsi crnincke KonnyectBo cunTbiBatenei PyTokeH S BbiGepute HeobxoamMmoe Yncro.



4. Haxmute N3aMeHUTb.

ﬁ.[ Manens ynpasnenwa Pytoken X

AAMHUHWCTPWUpOBaHWe CepTHUKaTH HacTpoiiku O nporpamme

CymTeiearenn PyTokeH S
| Konuuecreo cumTeisateneit Pytoken 5 |4 ~ WsmerwTe

MaKtMManbHOe KOAWYECTED YCTPOMCTE PYTOKEH 5, € KOTOPBIMUK
BO3MOXHO paBoTaTe 04HOBPEMEHHO.

Hactpoitkw PIN-koaa

s\ AAMWHWCTPATOPE MOTYT HACTPauBaTe NapameTpel PIN-koa08: Hacrpoiika...
5 K3WMPOBaHME, HANOMMUHAHME O cMeHe PIN-KOAa MO yMOAYaHMIO,
v xoauposarne s UTF-8,

MoanTukk kavecrsa PIN-kog0B

& % Moawtnkw kadvecrsa PIN-K040E NO3BEOAAIOT NOBLICUTL YPOBEHDb Hacrpoiika
fir— GesonacHocTw, Mpu cMexe PIN-koAa 6yAeT BEINOAHATLCA €ro
bsad| nposepka Ha CTOWKOCTD COMMACHO 33aHHBIM KPUTEDWAM,

HacTpoitku kpunNTONpoBangepa

MpocMOTP M M3IMEHEHUE HACTPOEK KPUNTONPOBaWAepa a4na Hacrpoiika
| pasnnuHLIX MOAenei PyToKeH.

3aKpeiTe

5. Ecnu BbIGpaHHOE YMCINO MEHbLUE paHee YCTaHOBNEHHOIO:
- Ha 3KpaHe MoXeT 0TobpasnTbCs coobLLeHne 0 HeobX0AMMOCTY Nepesarpy3nTb onepauuoHHyto cuctemy. Haxvmte fa;

- B OKHE C 3aNpoCOM Ha paspeLleHne BHOCUTb U3MEHEHUS Ha KoMMbloTepe HaxxmuTe [Ja.
6. B OKHe C 3anpocoM Ha paspeLLeHne BHOCUTb M3MEHEHMS Ha KOMMNbloTepe HaxmMuTe [la.
7. Ecnu nocne npov3BefeHHbIX AEACTBUIN U Nepesarpysku KoMMboTepa HacTpolka He NpousBedeHa, To HeobxoaAMMO NepenoaKYUTL YCTPOUCTBA

PyTOKeH, NoAKNIOYEHHbIE K KOMMbIOTEPY.

Bei6op kpunTonpoBangepa, NCNosib3yemMoro no ymonyaHuio, ans ycrponcrea PyTokeH

Kpuntonposaiinep — 310 AMHaMuyecku nogknovaemas bubnmoreka, peanmayiowias kpuntorpaduyeckne yHKLMIA Co
CTaHAapTU30BaHHbLIM UHTEPdEencoM.

Y kaxpgoro kpunTonpoBanzepa MoryT 6biTb COGCTBEHHbIE HABOPbLI aNrOPUTMOB M COGCTBEHHbIE TpeboBaHUs k hopMaTy KMoYein 1 cepTudnKaToB.
[insa BbIBOpa kpunTonpoBanaepa, UCMofb3yeMOoro No YyMOM4aHuio Ans yCTpoucTBa PyTokeH:

1. 3anyctute MaHenb ynpasneHusa PyTokeH.
2. MepenpuTte Ha BKNagky HacTporiku.



3. HaxwmuTe Hactporika.

‘hﬂ Manens ynpasnenwa Pytoken X

AAMHUHWCTPWUpOBaHWe CepTHUKaTH HacTpoiiku O nporpamme

CuwTeieatenu PyToken S

| Konuuecreo cumTeisateneit Pytoken 5 |4 ~ WsmerwTe

MaKtMManbHOe KOAWYECTED YCTPOMCTE PYTOKEH 5, € KOTOPBIMUK
BO3MOXHO paBoTaTe 04HOBPEMEHHO.

Hactpoitkw PIN-koaa

S‘ AAMWHWCTPATOPE MOTYT HACTPauBaTe NapameTpel PIN-kogo08: Hacrpoiika...
—*5  K3WWPOBaHWe, HaNoMUHaHWe 0 cveHe PIN-KoAa No ymonYaHNo,
i xoauposarne s UTF-8,

MoanTukk kavecrsa PIN-kog0B

& % Moawtnkw kadvecrsa PIN-K040E NO3BEOAAIOT NOBLICUTL YPOBEHDb Hacrpoiika
[
= BesonacHoCTK. MNpwu cmeHe PIN-k0o4a BYAeT BRINOAHATECA €ro

FEET NpOBEpPKa Ha CTOMKOCTL COMNACHO 3a4aHHEIM KPHTEPUAM,

HacTpoitku kpunNTONpoBangepa

MpocMOTP M M3IMEHEHUE HACTPOEK KPUNTONPOBaWAepa a4na Hacrpoiika
& PasnnYHBIX MOAeNer PyToKeH.

3aKpeiTe

4. B packpblBaloLLEMCS CNUCKE PSAOM C MOAENbIO YCTPOWCTBa BbIGEPUTE Ha3BaHWe KpunTonposanaepa.
5. YT06bl NPUMEHNTL M3MEHEHUS U MPOAOIKUTL PaboTy ¢ HacTpokaMun HaxmmTe MNPUMEeHUTb.

6. YT0o6bl NnoaTBEPAMTL BEIOOP KpunTonpoBaiiaepa HaxmmTe OK.

7. B okHe ¢ 3anpocom Ha paspeLleHne BHECEHUS UBMEHEHWI Ha KoMrbloTepe HaxmuTe [a.

Bboibop meToaa reHepaumm kntouyesblx nap RSA (gns yctponctsa PytokeH JLIM)

He crnieayeT ncnonbsosaTh AN reHepaumn KnioyeBbix nap kpuntonposanaep Microsoft, ecnim HeT yBepeHHOCTM B 6e30MacHOCTM KoMMbroTepa.
[ns BbiGopa kpunTonpoBanaepa Ans reHepauum knodesbix nap RSA:

1. 3anyctute MaHenb ynpaeneHust PyTokeH.
2. Mepengnte Ha Bknagky Hactpoiiku.



3. Haxmute Hactpoiika.

ﬂ Manens ynpasnenwa Pytoken

AAMHUHWCTPWUpOBaHWe CepTHUKaTH HacTpoiiku O nporpamme

CuwTeieatenu PyToken S

MaKtMManbHOe KOAWYECTED YCTPOMCTE PYTOKEH 5, € KOTOPBIMUK
BO3MOXHO paboTaTe OAHOBPEMEHHO.

Hactpoitkw PIN-koaa

5 K3WWPOBAHWE, HANOMUHAHWE 0 cMeHe PIN-KOA3 NO yMoNuaHwo,
shes] wopuposanue s UTF-8,

Moantkk kavecrsa PIN-kogos

|- . GBesonacHocTu, Mpu cMerHe PIN-K0Aa BYAeT BRINOAHATLCA EM0
BSSS nposepka Ha CTOWKOCTb COMNACHO 33JaHHBIM KPUTEDHAM,

HacTpoitku kpunNTONpoBangepa

Jﬂ PAINMHHBIX MOAENER PYTOKEH.

Konuuecreo cumTeisateneit Pytoken 5 |4 ~ WsmerwTe

AZMUHKMCTPATOPE MOTYT HACTPawBaTe NapameTpel PIN-kog08: Hacrpoiika...

% Noawtukw kavecrsa PIN-KOA0E NO3BONAIDT NOBLICKTL YPOBEHL Hacrpoiika

MpocMOTP M M3IMEHEHUE HACTPOEK KPUNTONPOBaWAepa a4na Hacrpoiika...

3aKpeiTe

4. B cekuun Hactpoikm kpuntonposaiigepa Aktive Co. Rutoken CSP v1.0 BbiGepuTe cnocob reHepaumm knoye

3UMM. Ans aToro ycraHoBWUTE nepeknioyaTens B HE06X0ANMOEe NONoXeHne.

BbIx Nap RSA 2048 6ut ans PyTokeH

Hactpolky kpynTonpoeaiaepa >
Mogene PyToxkeH KpwnTonpoBanaep no yMom4aHu
PyTokeH S u PyTokeH Lite Alktiv ruToken CSP v1.0
Cemencreo Pytoken LN Microsoft Base Smart Card Crypto Provider v

Hacrpoikn kpuntonposangepa Aktiv Co. Rutoken CSPv1.0

ANA CEMENCTEA ycTponcTe PyTokeH 3LUN
@Annapaman TEHEpauma

() NporpammHan resepauma

Cnocob reHepaummn knodestx nap RSA-2048 (m RSA-4096, ecan NnogaepXKUBaeTCa)

OTmera MpUMeHnTE

5. YTO6bl NPUMEHNTL U3MEHEHMS 1 MPOJOIMKUTL paboTy ¢ HacTporkamu HaxmuTe MPUMEHUTD.
6. YT06bl NnoaTBEPAMTL BbIOOP KpunTonpoBaaepa HaxmmTe OK.
7. B OKHe C 3anpocoMm Ha pa3peLleH/e BHECEHUs1 UBMEHEHUIA Ha KoMMbloTepe HaxxmuTe [a.



Bbibop HacTpoek ans PIN-koga

B MaHenwu ynpaeneHusi PyTokeH MoxHO 3agaTb HacTpovikv Ans PIN-koaa. MNepeyeHb HacTpoek ykasaH B Tabnuue 3.

Tabnuua 3
HacTpoiika PesynbTtat BoIGOpPa HACTPONKU
3anomuuTb PIN-kop 13 PIN-koq BBOAMTCS OAMH pa3 Npy NepBOM MCNOMb30BaHWUKN YCTPoKcTBa PyTOKeH B NpuUnoxeHn1
NPUNOXeHusI...
Mpepnarate cmeHnTb PIN- Kaxabivi pa3 nocne Beoga PIN-kofa Ha akpaHe oTobpaxaeTcs coobLieHne ¢ npeanoxeHnem namenutb PIN-kog (ecnu
KOA Kaxkabl pas... nonb3oBaTternb He nameHunn PIN-koa, yCTaHOBNEHHbIN MO YMOMYaHu1Io)
KoampoBanue PIN-koga B PIN-kog MOXeT COCTOSITb M3 KUPUINIMYECKUX CUMBOJIOB
UTF-8...

Hactpoiika 3anoMHuTb PIN-kop, no3sonsieT ymeHbLwmMTb KonunyecTso BBoAoB PIN-koaa B NpuKnagHbIX NPUNOXeHWsX 3a CHET KpaTKOBPEMEHHOTO XpaHeHUs!
MX KpUMNTONpoBanaepom B 3alumdpoBaHHoOR NamsaTu. He cnepyeT ncnonb3oBaTh AaHHY0 HAaCTPOMKY, eCnu HeT YyBepeHHOCTH B 6e3onacHoCTU KoMnbloTepa.

Hactpoitka KogupoBaHue PIN-kopa B UTF-8 no3sonsieT 6e3onacHo ucnonb3oBaTs PIN-koabl, coaepxalimue Kupunnmyeckme CMBOIbI.
[ns Bbibopa HacTpoek ans PIN-koaa:

1. 3anyctuTe MNaHenb ynpaesneHus PyTokeH.
2. MepenpguTte Ha BkNagky HacTpoiku.



3. HaxwmuTe Hactporika.

‘hﬂ Manens ynpasnenwa Pytoken
AAMHUHWCTPWUpOBaHWe CepTHUKaTH Hactpoiikn O nporpamme

CuwTeieatenu PyToken S

| Konuuecreo cumTeisateneit Pytoken 5 |4 ~

MaKtMManbHOe KOAWYECTED YCTPOMCTE PYTOKEH 5, € KOTOPBIMUK
BO3MOXHO paBoTaTe 04HOBPEMEHHO.

Hactpoitkw PIN-koaa

s AAMWHWCTPATOPE MOTYT HACTPauBaTe NapameTpel PIN-koa08:
—¥..  K3WWPOBaHNE, HANOMUHAHWE 0 cMeHe PIN-KOAa Mo yMOAN3HMO,
i xoauposarne s UTF-8,

MoanTukk kavecrsa PIN-kog0B

& % Moawtnkw kadvecrsa PIN-K040E NO3BEOAAIOT NOBLICUTL YPOBEHDb
[

= BesonacHoCTK. MNpwu cmeHe PIN-k0o4a BYAeT BRINOAHATECA €ro
FEET NpOBEpPKa Ha CTOMKOCTL COMNACHO 3a4aHHEIM KPHTEPUAM,

HacTpoitku kpunNTONpoBangepa

MpocMOTP M M3IMEHEHUE HACTPOEK KPUNTONPOBaWAepa a4na
& PasnnYHBIX MOAeNer PyToKeH.

WamernTe

Hacrpo#ka...

Hacrpo#ka...

Hacrpo#ka...

3aKpeiTe

4. YcraHoBuTE (bJ'Ia)KKI/I pAOOM C Ha3BaHUAMU H606XO,E|,I/IMI>IX HacCTpOekK.

Hacrpoiikm PIMN-koga

3EI'ICIMHHTI: PIN-k0g M3 NPUAOHEHWIA PaBOTAM WWY YEpES

Card Crypto Provider, noka NpUAoXeHWe He BYAeT JaKpriTo,

|:| MpegnaraTe t(MEHWTE PIN-K0] Ka#abIA pas,
Korga wononssyetca PIN-kog, 3agaHHEIR N0 yMOAYaHMD

|:| Kogupoeate PIN-kog 5 UTF-2
MogaepxWELETCA HE BCEMKM MOAenamMK PyTokeH
CM, CEEJeHWA 0 TOKEHE

KpWAToNpoEaigepel Aktiv ruToken CSP v1.0 wan Microsoft Base Smart

YekopaeT paboTy ¢ PYTOKEH, HEIHAYWTENEHO CHU#AA Be30NatHOCTE

OTmeHa MpUMeHUTE

5. YTOGbI NPUMEHUTL U3MEHEHMS U MPOJOIMKUTL paboTy ¢ HacTporkaMu HaxmuTe MPUMEHUTD.

6. YT06bl NnoaTBEPANTL BbIGOP HacTpoek HaxmuTe OK.

7. B okHe c 3anpocom Ha paspelleHne BHECEHUS UBMEHEHWI Ha KOoMMbloTepe HaxxmuTe [la.

N3ameHeHne PIN-koaa lMNMonb3oBaTtens




Mo ymonyanuto ans yctporncTtea PytokeH yctaHoBneH PIN-kog Monb3oBatenss — 12345678. B uensx 6e3onacHocTv nepea nepebiM UCNOMb30BaHUEM
ycTpovictBa PyTokeH pekomeHayeTcs nameHntb PIN-kod yCTaHOBMEHHbIN MO YMOMYaHuIo.

Pekomenayemas anuHa PIN-koga — 6-10 cumBonoB. Ucnonb3oBaHue kopoTkoro PIN-koaa (1-5 cMMBONOB) 3aMeTHO CHUXaeT ypoBeHb 6e3onacHocTu, a
anvHHoro PIN-koga (6onee 10 cMMBOMOB) MOXET NPUBECTU K YBEMMUYEHMIO KONMYeCcTBa OLUMBOK Npu ero BBOAE.

HocTyn Kk cepTucmkaTam, COXpaHEHHbIM Ha YCTPOMCTBE BO3MOXEH TONbko nocre ykasanus PIN-koga. Ecnv PIN-kop 6bin namMeHeH, To ero Heo6xoammo
3aéiﬁHwa

[ns namenexus PIN-koga:

. 3anyctute MaHenb ynpaBneHus PyTokeH.

. BblbepuTte yctponcteo PyTokeH.

. [poBepbTe KOpPpeKTHOCTL BbIbOpa yCTpPOMCTBA.

. Haxmute Beectn PIN-kog u ykaxute PIN-koa Monb3osatensi.
. Haxmute OK.

a s wWwN -

il Manens ynpaenenua PyTokew >

EeegunTe PIN-k0g

CYMTHIEATENE
& Pytoken 3UN2.00

@ Mone30EaTENE

() AAMMHWCTRATOP
PIMN-k0g

| --------l | EM

Ommena




6. Haxmute MameHuTb.

il Manens ynpaenenus PyToken -

ASMWHUCTRPUPOEAHWE  CepTudmeaTel HacTpoikwm O nporpamme

MogkniYeHHbBIe PyToKEH

|.'ﬁnaer3unzﬂu v| BhliATH

MHpopmauwa
@ MokazaTe CEEAEHWA O TOKEHE WHd opmaLma

¥npaeneHnwe PIN-kogammu

M~ PasBnokWpoBaTk PIN-koabl noas3oEaTend. HeoBxoumel

PasbnokMposaTe
g Nnpasa gocryna AgMuHWcTpaTopa PyToked =

HM3meHnTe PIN-K0ALl NOAEZ0EATENA AW AJMWHWCTPATOPa, I PGMEETIE I
5| HeoBxogWMel COOTEETCTEYIIWKME Npasa 40CTyna
Mma TokeHa
334aTe MUMA TOKeHa, HeoBXogWMBl COOTEETCTEYRILWKME e e
~ Mpaga jocryna

POpMaTHUPOBAHKWE TOKEHE

5 MHWLMaNM3MpoEaTE GainoBEyD CHCTEMY W ONPEgeEnnTE DOPMATUPOEATE
o MOAWTUKW BE30NACHOCT ToKeHa, HeoBXo MMl Npaga

AocTyna AgMuHucrpatopa PyTokeH

3aKpHITE

7. B nonsix Beegute HoBbii PIN-kop v Moatsepaute HoBbii PIN-kop, BBeamTe HoBbIn PIN-koa. Ecnn nHaukatop 6e3onacHoctun PIN-koaa,
pacnonoxeHHbIn psagoM ¢ nonem Beegute HoBbIl PIN-kog nogceeyeH kpacHbiM uBeToM, To PIN-koa siBnsietcs "cnabbim”, ecnu xxentbiM — TO

"cpeaHuM", @ ecnu 3eneHblM — TO "HaAeXHbIM".

il Manens ynpaenenmna PyTokew >

Cmena PIN-koga

BLIGEPUTE ponk M BEEAWTE HOEBIA
PIN-kog gna Pytoken 3LMN 2.0 0.

Mone30EaTEND
AnMUHWUCTRATOR
BBeguTe HOERINA PIM-K0g,

sessssnsnes ﬁJ

MogTeepguTe HOBLIA PIN-kog

-----------l EM

Oruera

8. Haxmute OK.



YkasaHue [Nornb3oBaTtenem nmeHn yctporcrtea PyTokeH

[nsi Toro 4To6bl pa3nuyaTh ycTponcTBa PyTokeH Mexay cobon cneayeT 3agaTh MMs kaxkaomy ycTponctBy. OHo He Bcerga 6yaet otobpaxartbes B
CTOPOHHUX MPUMOXEHUSAX.

PekomeHayeTcs ykasaTb UMsi M (hamMUIuio BriafenbLla yCTPoMUCTBa UMK KpaTKoe HavMeHOBaHWe 06rnacTvi MPUMEHEHWS yCTPOMCTBA.
[nsi yka3aHusi UMeHu ycTponcTBa PyTokeH:

. 3anyctute MaHenb ynpasnexHusa PyTokeH.

. BbibepuTe ycTponctBo PyTokeH.

. MpoBepbTe KOPPEKTHOCTbL BbiGOpa ycTpoiicTaa.

. HaxxmuTte Bectu PIN-koa.

YcraHoBuTe nepekntoyaTens B nonoxexue Mons3osarernb.
. Beegute PIN-kog MNonb3oBaTens.

. Haxmute OK.

NOoOOhA®ON

il Manens ynpaenenua PyToken >

EeeguTe PIMN-kog
CYWTHIEATENE

& Pyroken 3UN2.00

(®) NonezoEaTent

Oﬁ,qr-.u-mncrpamp
PIMN-kog

| |||-|||-| | EM




8. HaxmuTte N3MeHuUTb.

il Manens ynpaenenna PyToken -

AOMUHWCTPUPOBEHWE  CepTugmeaTel  HacTpodkw O nporpamme

MoaknyeHHEIE PyTokeH

‘ s PyToken 3N 2.00 w | BT

HMHdopmauna
@ MNokasaTe (E2A2HWA O TOKEHE WHbopmMaLma

¥npaeneHwne PIMN-kogammn

=
I Pazénoknpoeate PIN-kog0 NonezoEaTena. Heobxogumel Pa36N10KNDOEATE
@ npaea 4ocyna AgMHUHWCTpaTopa PyTokeH

MameHuTe PIN-KogBl NOAB30OEATENS MAKM AQMUHWCTPATOPAE. (e
HeoBxognmel cOOTEETCTEYOWME NPAEa 4OCTYNA

[t

Mma TokeHa
3agate WMMA TokeHa, HeoBxogWmMel COOTEETCTEYHO WM E I T I
npaga 4ocTyna

POpMATHPOBAHWE TOKEHA

1 MHWUWManuInpoBaTe ¢Eﬁﬂ05’_‘.l’}0 CHCTEMY W ONPEASANTE DOpMaTHP 0BaTE. ..
o MOAWTHUEW BE30NACHOCTH TOKeHa. HeoBXo uMMel Npasa

A0CTyNa AAMWHWCTpaTopa PYyToOKeH

3aKpeiTh

9. B none UMsi ykaxute nms yctpoiicTea PyTokeH.

Mrmna PyToken >

ma

| Iiuannu{

OTmena

10. Haxmute OK.

Beog PIN-koga AamuHucTpaTopa ans paboTbl C yCTPONCTBOM PyTOkeH

Mocpe BBoaa HenpasunbHoro PIN-koga AgMuHUcTpaTopa HEeCKONbKO pa3 noapsa, oH 6nokupyetcs. PIN-kog AaMuHuctpaTopa pasbnokvpoBaTb
H MOXHO. B cnyyae 6nokuposku PIN-koga AgmuHucTpatopa Heobxoammo oTdhopMaTMpoBaTh YCTPOMCTBO PyTOKeH, HO Npu aTom ByayT 6e3B03BpaTHO
yAaneHbl Bce AaHHble, XpaHSLLMECS HA HEM

Onsa sBoga PIN-koga AoMuHucTpaTopa:



1. 3anycTuTe NaHenb ynpasneHns PyTokeH.

il Manens ynpaenenna PyToken
AAMWHWCTPUPOBAHWE  CepTudmkaTel HacTpoidkw O nporpamme
MogknmYeHHBIE PyToKEH
|. -F‘jI'TCIKEH 3Un 200 ~ ‘ Esectu PIMN-kog,..
WMHGopmayma
E Moka3zaTe (E2deHWA O TOKEHE 1Hd O pMALNA. .
¥npagneHe PIMN-kogamm
=5
[Mi== PasBnokwpoeaTe PIN-koge nonesosatend. Heobxognmel Pa3BA0KMpOEATE
@ npaea 4ocryna AgMUHKWCTpaTopa PyTokeH
MzmeHuTe PIN-KOgE NOAEZ0EATENA MAW AZMWHWCTPATORA, e
| HeoBxodWMel COOTESTCTEVIOWME NPaga 40CTyna :
ettt
MMAa TokeHa
3agaTe WMA TOKeHa, HeoBXodWMbl CoOTESTCTEYIOWME [Ter T
* Mpaga gocTyna =
PopMaTHpOEIHWE TOKEHA
i MHALMANMEMPOEaTE afnoByD CUCTEMY W ONPELENUTE POpMaTHPOEATE...
« MOAWTHMEM B230NacHOCTH ToKeHa, HeoBxogume npasa
AocTyna AaMUHWCTpaTopa PyTokeH
3aKkpeITE

. BblbepuTte ycTpoictBo PyTOKEH.

. Haxxmute Bectn PIN-koa.

o gk~ wWN

. Haxxmute OK.

. MNpoBepbTe KOPPEKTHOCTL BbIGOpa ycTponcTaa.

. YcraHoBwWTe nepeknovatens B nonoxeHne AgMmuHmuctparop v seegute PIN-kog AgMuHucTpaTopa.

il Manens ynpaenenna PyToken

EeeguTe PIMN-k0g

CYWTHIEaTENE

& Pytoken 3UN 2.00

() NonezoEaTene

(@) AaMUHWCTPaTOP
PIMN-kog

o

M3meHeHne PIN-koga AoMuHucTpartopa




Mo ymonyanuto ans yctponcTtea PytokeH yctaHoBneH PIN-kog AomuHnctpatopa — 87654321. B uensx 6e3onacHocTy pekoMmeHayeTcst uameHuTb PIN-
KoA, YCTaHOBMEHHBIV MO YMOMYaHWo nepes NepBbiM UCMOSb30BaHNEM YCTPOWCTBa PyTOKeH.

Pekomenayemas anuHa PIN-koga — 6-10 cumBonoB. Wcnonb3oBaHue kopoTkoro PIN-koaa (1-5 cMMBONOB) 3aMeTHO CHUXaeT ypoBeHb 6e3onacHocTu, a
anvHHoro PIN-koga (6onee 10 cMMBOMNOB) MOXET NPUBECTU K YBEMMUYEHMIO KONMYecTBa OLUMBOK Npu ero BBOAE.

Onsa nameHexusa PIN-koga AgmunHucTpartopa:

. 3anyctute MNaHenb ynpasneHusi PyTokeH.

. BblbepuTte ycTpoictBo PyTOKEH.

. MpoBepbTe KOPPEKTHOCTL BbiIGOpa ycTponcTaa.

. Haxxmute Bectu PIN-kop.

. YcTaHoBwWTe nepeknovatens B nonoxeHne AgMmuHuctparop v seegute PIN-kog AgMuHucTpaTopa.
. Haxmure OK.

oA~ WN =

il Manens ynpaenenna PyToken >

EeeguTe PIMN-k0g

CYWTHIEaTENE

& Pytoken 3UN 2.00

() NonezoEaTene

(@) AaMUHWCTPaTOP
PIMN-kog

| --------l | EM

Ommena




7. Haxmute MameHUTb.

il Manens ynpaenenus PyToken -

ASMWHUCTRPUPOEAHWE  CepTudmeaTel HacTpoikwm O nporpamme

MogkniYeHHbBIe PyToKEH

| « PyTokeH3UM2.00 w | BhliATH

MHpopmauwa
@ MokazaTe CEEAEHWA O TOKEHE WHd opmaLma

¥npaeneHnwe PIN-kogammu

..’}F Pazénokupogate PIN-kogpl nonesoeaTens. HeoBxogumel

PasbnokMposaTe
g Nnpasa gocryna AgMuHWcTpaTopa PyToked =

HM3meHnTe PIN-K0ALl NOAEZ0EATENA AW AJMWHWCTPATOPa, I PGMEETIE I
HeoBxogHMel COOTEETCTEYOWME NPaEa 40CTYNa
[ P ]
Mma TokeHa
334aTe MUMA TOKeHa, HeoBXogWMBl COOTEETCTEYRILWKME e e
~ Mpaga jocryna

POpMaTHUPOBAHKWE TOKEHE

5 MHWLMaNM3MpoEaTE GainoBEyD CHCTEMY W ONPEgeEnnTE DOPMATUPOEATE
o MOAWTUKW BE30NACHOCT ToKeHa, HeoBXo MMl Npaga

AocTyna AgMuHucrpatopa PyTokeH

3aKpHITE

8. MNpoBepbTe, 4TOOLI NepeksoyaTens bbin yCTaHOBMEH B NonoXeHnn AOMUHUCTPATOP.

9. B nonsx Beeagute HoBbilh PIN-kof v MopTtBepaute HoBbi PIN-kog BBeanTe HoBbI PIN-koa. Ecnu nigukatop 6esonacHoctn PIN-koaa,
pacnonoxeHHbIn psaom ¢ nonem Beeaute HoBbii PIN-koa noaceeyeH kpacHbiM LiBeToM, To PIN-koa siBnsieTcs "cnabbimM”, ecnu xenTblM — TO
"cpeaHuM", a ecnu 3eneHbiM — TO "HageXHbIM".

il Manens ynpaeneqna PyToken >

CmeHa PIN-k0aa

BuIGEpUTE ponk W EBEJWUTE HOBbIN
PIM-k0g gna Pytoken 2000 2.0 0,

C:l MonezoEaTent

@MHHHHHDETUD

BBeguTe HOERIA PIN-EOg,

| sessssenene | i

MogTeepanTe HOBLIA PIN-Kog

|||||||||||- | RU

Orwmera

10. Haxmute OK.



N3meHeHne AgmuHncTtpaTtopom PIN-koaa MNonb3oBaTtens

AomuHncTpatop MoxeT nameHutb PIN-kof MNonb3oBaTens Tonbko B TOM criydae, ecnv npu popmaTnpoBaHum ycTporcTBa bbina BoibpaHa nonutuka
cmeHbl PIN-koga — "Monb3oBatens n AomuHuctpatop” ("AamuHuctpatop”).

[ina npocmoTpa TekyLuen nonutukn cmeHbl PIN-koaa oTkponTte cBefeHus 06 ycTpoiicTee PyTokeH.

Pekomengyemas anuHa PIN-koga — 6-10 cumBonoB. Wcnonb3oBaHue kopoTkoro PIN-koga (1-5 cMMBONOB) 3aMeTHO CHUXaeT ypoBeHb 6e3onacHocTu, a
anuHHoro PIN-koga (6onee 10 cMMBOMOB) MOXET NPUBECTU K YBENMYEHUIO KONMYECTBA OLUMGOK NPpU ero BBOAE.

[Ons nameHeHus PIN-koga Nonb3oBatens:

. 3anycTuTte NaHenb ynpasneHus PyTokeH.

. BbiGepuTe ycTponUCcTBO PYTOKEH.

. [poBepbTe KOPPEKTHOCTL BbIGOPa YCTPOMCTBA.

. Haxxvmunte Beectn PIN-kog.

. YcTaHOBWTE nepeksoyaTens B nonoxeHwe AgMmuHuctparop u Beeaute PIN-kog AgmuHucTpartopa.
. Haxmute OK.

O WON-=

il Manens ynpaenenna PyToken >

EeeguTe PIMN-k0g

CYWTHIEaTENE

& Pytoken 3UN 2.00

() NonezoEaTene

(@) AaMUHWCTPaTOP
PIMN-kog

| --------l | EM

Ommena




7. Haxmute MameHUTb.

il Manens ynpaenenus PyToken
ASMWHUCTRPUPOEAHWE  CepTudmeaTel HacTpoikwm O nporpamme
MogkniYeHHbBIe PyToKEH
| « PyTokeH3UM2.00 ~ | BhIATI
MH$opmayma
E MokazaTe CEEAEHUA O TOKEHE MH®OopMaLMa
¥npaeneHnwe PIN-kogammu
..’“5-—_.= Pazénokupogate PIN-kogpl nonesoeaTens. HeoBxogumel Pas6NOKMpPOBATE
g Nnpasa gocryna AgMuHWcTpaTopa PyToked = =
HM3meHnTe PIN-K0ALl NOAEZ0EATENA AW AJMWHWCTPATOPa, I PGMEETIE I
‘| HeoBxogWMel COOTEETCTEYHIWME NPAEA 40CTYNA
IMA TokEHE
3agaTe WMA TOKEeHa, HeobxodWMel COOTEETCTEYHWKE e e
~ Mpaea gocryna
QOpMaTHPOEaHKME TOKEHE
5 MHWLMaNM3MpoEaTE GainoBEyD CHCTEMY W ONPEgeEnnTE DOpPMATMPOEATE..,
o MOAMTHEKW BB30NacHOCTH TOKeHa. HeoBxodrmMel Npaga
AocTyna AgMuHucrpatopa PyTokeH
3aKpHITE
8. YcraHoBwuTe nepekntoyaTens B nonoxeHue Monb3oeartens.
9. B nonsx Beeagute HoBbiin PIN-kof v MopTteepaute HoBbi PIN-kofg BBeanTe HoBbIn PIN-koa.
il Manens ynpasnenua PyTokew =4
CmeHa PIN-koga
BrIGEPWUTE poAk M BEEAMTE HOEBIH
PIM-k0g gna Pytoked 2UM 2.0 0.
(®) NonszoEaTent
DMHHHHCI’FIETCIFI
BeeguTe HOEBINA PIM-Kkog,
FREEFRRRRRRRE HalE
MoATEEPAMTE HOBLIA PIN-Kog
iilllliiiilll EM
OTheHa

10. Haxmute OK.

Pasbnokmnposka AamuHnctpatopom PIN-koga lNonb3oBatens




PIN-kog Monb3oBatens 6nokvMpyeTcs B TOM Cryyae, ecnum nonb3oBaTenb HECKONbKO pa3 noapsA Been ero ¢ owwnbko. PIN-koa MNonb3oBaTens MoxeT
pas3bnoknpoBaTb TONBKO aAMUHUCTPATOP.

Mocne Toro kak PIN-koa Monb3oBatens 6yaeT pa3bnokMpoBaH, CYETUYMK HeyAauHbIX NOMbITOK ayTEHTUMMKALMN NPUMET UCXOAHOE 3HaYeHWe (3ajaHHoe
npu hopMaTMpoBaHnmM ycTponcTea PyTokeH).

Mocne pasbnokmpoBku PIN-koa MNonb3oBaTenst He M3MeHUTCA. AGMUHUCTPaTOP MOXeT 3aaaTtb HoBbI PIN-koa Monb3oBaTtens Tonbko npu
dopmaTmMpoBaHum ycTponcTea PyTokeH.

[ns Toro 4to6bl pa3bnokvpoBatb PIN-koa Monb3oBatens:

. 3anyctute MaHenb ynpasneHus PyTokeH.

. Bribepute ycTpoiicTBo PyTOKeH.

. MNpoBepbTe KOPPEKTHOCTL BbiGOpa ycTponcTaa.

. Haxxmute Beectn PIN-koa.

. YcraHoBuTe nepekmnioyatens B nonoxexHne AgMunuctparop v seeaute PIN-kog AgmuHucTtparopa.
. Haxxmute OK.

OO WN =

il Manens ynpaeneHna PyTokex >

EeegnTe PIMN-k0g

CYKTHIEaTENE

& Pytoken 3UN 2.00

O MNone30EaTENE

(®) AAMUHWCTPATOP
PIM-k0g

| --------l | EM

7. B cekunun Ynpasnenue PIN-kogamu HaxmuTe PasbnokupoBarsb. B okHe ¢ coobLieHneM 06 ycneLHoM BbinonHeHun onepaumm Haxmute OK.

YnpaeneHwe PIN-kogamu

i~ PasénokWpoEaTe PIN-K0AgE NONE30EATENA, HEOBX0QMME

— npagea gocTyna AgMUHKWCTpaTopa PyTokeH

I PazbnoknpoEaTe I

% M3meHuTE PIN-K046I NONB30EATENA MAKW AZMWHWCTRATOPA,

5| HeoBX04MMEl COOTESTCTEYIOWME NPaEa f40CTyNa

MEMeHUTE. ..

Manene ynpaeneHua PyToked x

o PIN-kog yonewHo pasBnokupoean

oK

B pesynbtate PIN-kog MNonb3oBatens 6yaet pasbnoknposaH.

dopmaTtupoBaHme AOMUHUCTPATOPOM yCcTpoincTea PyTokeH

B xone hopmaTtpoBaHus yCTporCTBa BCE, CO3aHHbIE HAa HeM 06beKTbl yaansiTcs. OCTaHyTCsl TONbKO Te 06BbEKThI, KOTopble BbiNn coXpaHeHb! B
3awmuieHHon namatu (ans Pytoken OLIM Flash). Takke npu doopmatmpoBaHum 3agatotcs HoBble 3HaveHust PIN-kogoB unu BelbrpatoTcst 3HaueHus,
MCMoNb3yeMble N0 YMONYaHUIo.

Ecnu nonb3osaTens ncyepnan sce nonbiTkn BBoaa PIN-koga AgMuHucTpartopa, TO CyLiecTByeT BO3MOXHOCTb BEPHYTb YCTPOMCTBO B 3aBOACKOE



cocTosiHue. [Ina Takoro popmatuposaHus Beog PIN-koga AgmuHucTpatopa He TpebyeTcs.

Mpwu Bo3BpaTe Kk 3aBOACKOMY cocTosiHUIo ycTponcTea PyTokeH OLUM Flash cogepxumoe Flash-namsiTu Toxe ouncTutes, a mHdopmMauusi, 3anncaHHast B Hen
6ynet ynaneHa 6e3Bo3BpaTHO.

Mpy.chopmaTpoBaHK yCTpoiicTBa PYTOKeH BCE AaHHbIE Ha HEM, B TOM YiCIIe KIoumn 1 cepTudmkaTl, ByayT yaaneHsl 6e3803BpaTHO.

B mpouecce hopmaTmpoBaHus He crieflyeT OTknioYaTb YyCTPONCTBO PYTOKEH OT KOMMbIOTEPA, TaK Kak 3TO MOXET NMPUBECTU K €ro NofoMKe.
[ns 3anycka npouecca dopmMaTMpoBaHns ycTpoicTea PyTokeH:

. 3anyctute MaHenb ynpaBneHus PyTokeH.

. Bribepute ycTpoiicTBo PyTOKeH.

. MpoBepbTe KOPPEKTHOCTL BbiGOpa ycTponcTaa.

. Haxxmute Beectn PIN-koa.

. YcraHoBuTe nepekmnioyaTtens B nonoxexHne AgMunuctparop v seeaute PIN-kog AgmuHucTtparopa.
. Haxxmute OK.

OO WN =

il Manens ynpaeneHna PyTokex b4

EeegnTe PIMN-k0g

CYKTHIEaTENE
& Pytoken 3UN 2.00

O MNone30EaTENE

(®) AAMUHWCTPATOP
PIM-k0g

| --------l | EM




7. Haxmute dopmatnpoBatb. OTkpoeTcs okHo PopmaTMpoBaHue TOKeHa.

il Manens ynpaenenus PyToken

ASMUHWCTPUPOBEAHNE  CepTudmkaTel HacTpoikw O nporpamme

MogkniYeHHbBIe PyToKEH

|. "PyTokeH 3UMN 2.00 w | BEIATH

MHpopmauwa
Q MokazaTe CEEAEHMA O TOKEHE WHd opmaLma

¥npaeneHnwe PIN-kogamu

M~ PasBnokWpoBaTk PIN-koabl noas3oEaTend. HeoBxoumel Pas6NOKMpPOEATE
Nnpasa gocryna AgMuHWcTpaTopa PyToked
MzmeHuTe PIN-KOAE NOABI0EATENT WAKM AAMWHWCTRATOPA. e e i
7| HeoBxogWMbl COOTEETCTEYHIWME NPAEA 40CTYNA
IMA TokEHE
3agaTe vmA TokeHa, HeoBxognmbl COOTEETCTEYHILWME IEaEanE
+ Mpaga gocryna
QOpMaTHPOEaHKME TOKEHE
i MHWMUMENME1Mp 0BaTE GainoEyD CUCTEMY W ONPESENHTE I DOpMATMPOEATE. . I

o MOAWTHEM BE30NACHOCTH TOKeHa. HeoBx0 MMEl NpaEa
A0CTyNa AZMUHWCTpaTopa PyTokeH

3aKpHITE




il TopmatuposaHne TokeHa

Mma TokeHa

MonszoEaTens
HMenone3oeate PIN-Kog No yMoAYaHHKD
HoBblid PIN-k0g  ssssssss sl

MoATEEPHAEHHE sssssses

MUHKUMANBHAA gnuHa PIN-koga |6 e

MoneiTkn BE0Aa PIN-kKDaa M W

AJMUHWCTRATOR

HMenone3oeate PIN-Kog No yMoAYaHHKD
HoBblid PIN-K08  ssssssss il

MogTEEpPAAEHHE ssssssas
MHUHKMMaNeHaa gniHa PIN-koda |6 L

MoneiTen BEE0AA PIN-kDaa 10

PIN-k0g Monb30EaTENA MOXKET MEHATE:

D Mone3oeatent

Dﬁ,a,r.mwcrpamp
@ MonezoEaTent M AGMUHWCTRATOR

Kakyh NoauTHEY A JOM#EeH EBBDATET

Hauate OTmeHa

Ons Bluetooth-TokeHa

il DopmatupoeaHue TokeHa

Mma TokeHa

Mone30EaTENb
WNenonezoeate PIN-kog No yMonYaHWE
HoBhiid PIM-k0g ssssssss e

MoATEepPKAEHHE sssssses

MuHUManeHan gnuHa PIN-koga |6 hd

MoneiTen BEoga PIN-koga M0

ASMUHKWETPATOR

WNenonezoeate PIN-kog No yMonYaHWE
HoBhiid PIN-k08, ssssssss il

MoATEEPHAEHHE sessssss
MuHUManeHas gnvHa PIN-koga | & ~

MoneiTen 6eoga PIN-koga 10~

PIMN-kog Monb30EaTENA MOXET MEHATE!
Cl MNone3oBaTent

Oﬁ,ar.mchrpamp
@ Monk3oBaTent M AGMUHWETRATOR

Eaky NonvTHEy A J0eH EbBpaTe?

BezonacHoCTE

WudposaHne pagyuokaHana:

()Mo rocT 28147-89

O Mo MOCT 28147-88, yovneHHan sawmTa

® LUTaTHEIMK CpegcTEamI
[He pexomeHayeTca)

Hauate OTtmeHa

8. YkaxuTte nms yctporctea PyTOKeH.
9. V3mMeHuTe NonuTuky.




10. lNpu paboTte ¢ Bluetooth-TokeHoM ykaxuTe cnocob wudposaHusi paguokaHana. B cekuun beaonacHOCTb ycTaHOBUTE NepekrovaTens B
Heobxoanmoe MNoroxeHue.

BezonacHo Tk

lWnppoeaHre paguokaHana:

() Mo FOCT 28147-89

@ Mo MOCT 28147-89, yonneHHaA 3awmnTa

O LUTaTHEIMK CpeacTEamMuM
[He pekoMeHayeTCA)

11. Ykaxute HoBbli PIN-kog Monb3oBaTtens (AoMuHucTpartopa).

12. Ykaxute muHumanbHyto anuHy PIN-koga Monb3oBaTtens (AoMuHucTparTopa).

13. YkaxuTe makcumarnbHoe konvyecTso nonbiTok BBoAa PIN-koaa MNonb3osatens (AoMuHMcTpaTopa).
14. HaxmwuTte Havatb.

15. B okHe c npeaynpexaeHnem o6 yaaneHun Bcex AaHHbIX Ha ycTpoincTee PyTokeH HaxmuTe OK.

Manene ynpaeneHua PyToked >

BHWMAHWE! Ece ganHeie Ha PyToked BygyT yHudToxeHbl! HavaTte
dopmatuposadne’

QK CTreHa

16. [oxauTecb OKOHYaHWs npouecca hopMaTMpoBaHUS.

PyTokeH dopmMaTHpyeTCa

BHMMaHKe! He oTEAmYanTe PyTOKEH, NOKA NPOLECt He
3ABEPLIKATCA

17. B okHe c coobLyeHnem o6 ycnewwHom chopMaTupoBaHum yctpoictea PyTokeH Haxxmute OK.

OcobeHHocTn hopmaTupoBaHus Bluetooth-TokeHa

[nsi dpopmaTnpoBaHmus Bluetooth-TokeHa:

1. BbinonHute gewcteusa (1-14), ykasaHHble B pasgene PopmaTtvpoBaHue AAMUHUCTPATOPOM YCTpPOMCTBa PyTOKeH.
2. Ecnu gns Bluetooth-TokeHa BbIGpaH cnocob wndpoBaHmus pagvokarnana "Mo FOCT 28147-89", To Ha akpaHe 0TOGPa3nTCA OKHO C Maponem Ans

aKkTMBaUMU LWNGPOBaHWS kaHana:
- 06s3aTeNbHO coxpaHuTe Naposib akTBaLMK Mo6bIM U3 NPEANOoXKeHHbIX CNOCOBOB, T.K. NMOSYy4YUTb €ro NOBTOPHO HEBO3MOXHO;

- HAOXXMWUTE Ha KHOMKY 3aKpbITb.

Maponb aKTHBALLMM:

IMIQARSBFHITREFIUMG

CoxpannTe 3TOT Naponb akTHEaLKuKn! Bw He CMOMETE NOAYYWMTE €ro NOBTOPHO Be3
! MOBTOPEHWA Npoueaypbl GopMaTHpoBaHnA.

CrkonupoeaTe B Bydgep oBMeHa CoxXpaHWTb... Hanewatate...

3akpeITE

3. Ecnu ans Bluetooth-TokeHa BbiGpaH cnocob wudposanus "Mo FOCT 28147-89, ycuneHHas 3awmTa”, To Ha aKpaHe 0TobpasuTCs OKHO C
0HOPAa30BbIMY NAPONAMY ANS aKTUBaLMKM LWMMPOBaHUS kaHana:



- 06s13aTeNIbHO COXpaHUTe Naponu NbbIM M3 NPeANOXKEHHbIX CNOCOBOB, T.K. MONYYUTb UX MOBTOPHO HEBO3MOXHO;
- HAXMUTE 3aKpbITb.

Mapony akTHBALLMH:

1 10HTRRS6REZBCISFZBZLEIRQTEX6RKWIRM42 P98HIRGZVEGECG6E

| |
2 | 2CTEHPHVO 55949 T8CEXLCAWNUQUX 584 5DLEPIFHIT61WIHISUTS T3 |
3 | FTWIRESWWGHEIDT1IENSIDALI6RIIMCIMHEVEIWWWIVAEZGS3T34X |
4 | 41ULFPOMTIINEZ SNDIL4DFWWEJ4HE 7T ZLVIVEFLSCUSBAPCCUACHLT |
5 | SOMCEQDUDDEAT ICKIHHUK4JIJWES11HZ9D6HIMZIGF38J6HMTDUSS |
[ | 69F32UESUBRNCEIVUBWGZZLOIWERTVERWNS2 91 T4M3ZMERSSFGWX |

CoXpaHWTe 3TH Naponmn akTHEaLMK! Bbl He CMOXeTe NONYYWTh ITOT e Habop NOBTOPHO
! 683 NOBTOPeHMA NpoueLypsl GOpPMaTHDOEAHMA.

CkonWpoEaTe B Bydep obMeHa CoxpaHuTe... Hanewartate...

4. [oxauTecb OKOHYaHWs npoLiecca (hopMaTUpoBaHUs.

PyTokeH dopmMaTHpyeTCa

BHMMaHKe! He oTEAmYanTe PyTOKEH, NOKa NpOLEcc He
JABEPLIKMTCA

5. B okHe c coobLueHnem 06 ycnelwHom hopmaTpoBaHum yctpoinctea PyTokeH HaxxmuTe OK.

Yka3aHne umeHun yctpoincTea PyTokeH npu chopMaTuposaHum



[ns ykasaHvs UMeHu ycTpoiicTea PyTokeH npu hopmatpoBaHum B none MIMA TOKeHa ykaxute HOBOE UMS YCTPOMCTBA.

9l PopmaTMpoBaHNE ToKeHa >
Mma TokeHa livano
MonezoEaTent
Menonezoeate PIN-£08 MO YMOAYaHMKD PIMN-kog MNone30EaTena MOXET MEHATE:
HoBuiid PIN-kog | ssssssss wl | (O Nonesoeatens
MoATEEPHASHWE ssssssss (O Agmunncrpatop
@ Monez0EaTEAE M AJMUHWCTRATOR
MunumaneHan gnua PIN-koga | 6 > Kakym NoAMTUEY A JON#eH BuGpaTe?
MoneiTew 660da PIN-koga 10

AAMWHWCTRATOR

Mcnone3oeate PIM-K08 MO yMOAYaHKMKD
HoBwii PIN-K08,  ssssssss et

MoaTEEpHKASHWE | ssssssse
MuHuManeHaa gnuHa PIN-koga |6 £

MoneTew s6oga PIN-koga 10

Hauate OTmeHa

MN3amMeHeHne NONUTUKK npu (*)OpMaTVIDOBaHVIVI
B 3aBucumocTy OT nonuTuku, BeibpaHHou Npu popmatupoBaHunm yetponctaa PyTtokeH, PIN-kog MNMonb3oBaTens MoxeT ObITb M3MEHEH:

® Tonbko MNonb3oBaTenem (ecnu ycTaHoBMeH nepekntovatens «lMonb3oBaTenby);
® [onb3oBaTtenem n AIMUHUCTPATOPOM (eCnu ycTaHOBMNEH nepekntoyaTens «Monb3oBaTtens U AQMUHUCTPATOP»);
® Tonbko AOMMHMCTPATOPOM (ECNM YCTaHOBMNEH NepeksoyaTenb «AOMUHACTPATOPY).

[Insa Toro 4To6bl MOHATH KaKylo NONMUTUKY BbIGpaTh NpoanuTe No cebinke "Kakyto nonuTuky S AomkeH Bblbpate?" (pacnonoxeHHyto B cekummn PIN-koa
Nonb30BaTerisi MOXET MEHATb).

[nsa nameHeHus nonutukn B cekummn PIN-kog Monb3oBatens MOXeT MEHATb yCTaHOBUTE NnepekntyaTtenb B HeobxoaMMoe NornoxeHue.

PIM-k0g MNoAE30EaTENA MOXET MEHATE:
Cl Monez0EaTeNk

() AaMuHWCTpaTop
@ MonezoEaTtent U AZMUHKWCTPATOR

EKaky NoAWTHEY 8 A0N#eH EHEPaTh?

YkasaHue HoBoro PIN-koaa NMonb3oBaTtens (AgMUHUCTpaTopa) npy hopMaTMpoBaHUK

[ns Toro 4To6bl 3agatk HoBbIN PIN-koa Monb3oBaTtens (AgMuMHUCTpaTopa), KOTOpbI ByAeT AOCTYMNEeH TOMbKO Nocne 3aBepLueHus npouecca
cdopmaTMpoBaHUS:

1. B COOTBETCTBYIOLLEN ceKummn cHumuTe cnaxok Ncnonssosatk PIN-koa no ymon4yaxuio;



2. B nonsix Hosbiin PIN-kof v MopTteepxaeHne seeavTte HoBbln PIN-koa,.

Mone30EaTENE

|:| Henonesosate PIN-kog no ymondadmo

Hoewii PIN-kog |-------- | i

I'I::u,qTBEp:aK,qEHmel TIInn |

YkasaHvue MuHuManbHon anvHel PIN-koaa Monb3oBaTtens (AaMuMHUcTpaTopa) npy oopmMaTMpoBaHum

Pekomenayemas gnuHa PIN-koga — 6-10 cumBonos. Vicnonb3oBaHue kopoTkoro PIN-koga (1-5 cuMBONoB) 3aMETHO CHUXAET ypoBeHb Ge3onacHocTy, a
anuHHoro PIN-koga (6onee 10 cMMBOMOB) MOXET NPUBECTY K YBENMYEHUIO KONMYECTBa OLWIMGOK Npu ero BBOAE.

[nsi Toro 4Tobbl 3apatb MMHMManbHyto annHy PIN-koga Monb3oBaTens (AOMUHUCTpaTopa), B COOTBETCTBYIOLLEN CEKLUM U3 packpbiBatoLlerocs cnucka Mm
HuManbHasa gnvHa PIN-koga Beibepute HeobxoanmMoe 3HaueHume.

YkasaHue makcumarnbHoro konndectasa nonbitok BBoga PIN-koaa Monb3oeatens (AamuHucrpaTtopa) npuy
¢dopmaTMpoBaHuu
ﬂﬂﬂ NOBbILLEHNA YPOBHA 6e3onacHocTn cneanyet USMEHUTb NCXo4Hoe 3Ha4YeHune. PeKomeH,qyemoe KONMM4YeCTBO NOMbITOK BBOAA P|N-K0,El,a —5 pas.

HebonbLuoe konnyecTBo NonbITok (1-4 pasa) MoxeT NpuBeCTH K cnyyanHon 6nokuposke PIN-koga, 6onbLioe konuyecTBo (6onee 5 pa3) — CHU3UT
ypoBeHb MH(popMaLMOoHHON 6e3onacHoCcTy.

[nsa Toro 4ToGbl 324aTb MakcUMarbHOe KonmyecTBo nonbITok BBoda PIN-koaa Monb3oBaTtens (AoMUHMCTpaTopa), B COOTBETCTBYHOLLEN CEKLMUM U3
packpbiBatoerocsi cnucka MonbiTkn BBoAa PIN-kopga Bbibeprte HEOOX0aAMMOE 3Ha4eHwe.

PaboTta c nonutukamm kadectsa PIN-kopa
MonuTukn kayecTtBa PIN-kofa no3BonsoT NoBbLICUMTL YpoBeHb 6e3onacHocTu PIN-koaa.
B Manenwu ynpasneHus PyTokeH Bce PIN-koAbl No kKayecTBy AENATCSA Ha TpU KaTeropum:

® cnabGble;
® cpepHue;
® HagexHble.

CyLuecTByeT BO3MOXHOCTb BbIGOpa MOMUTHK, KOTopble ByayT yuuTbIBATLCA NPU oLeHke kadectea PIN-koaa.
[ns koHTpons kadectsa PIN-koga UCMOnb3yoTcs Crieqytowme nosMTUKA:

MwuHumanbHasa anuHa PIN-koaa.

Monutuka ncnons3osaHus PIN-koga, 3agaHHOro No ymonyaHuto.

Monutuka ncnons3osaHns PIN-koaa, cocTosLLero n3 ogHOro NoBTOPSOLLErocs CMMBONA.
Monutuka ncnons3oBanus PIN-koga, cocTosaLero Tonbko U3 uudp.

Monutuka ncnons3oBaHus PIN-koga, cocTosALwero Tonbko n3 6yks.

Monutuka ncnonb3osaHusa PIN-koga, coBnagatowero ¢ npeabiaywym PIN-kogom.

O WON

Mpu yctaHoBke komnnekTa "dpaiBepbl PyTokeH anst Windows" 3HauyeHns napaMeTpoB NOMMTUK YCTAHOBIEHbI MO YMOMYaHMIO.
Mo ymonyanuto BeibpaHbl Bce paHee ykasaHHble nonutuku kavectea PIN-koaa.
Mo ymonyaHuio naponb cynTtaeTtcs "cnabbiM”, ecnv ero AnvMHa MeHbLUIe OQHOro CMBONA.

Monutukm kavecTBa PIN-koga MoryT 6biTb M3MeHeHb! B MNaHenu ynpaeneHus PyTokeH nonb3oBaTenemM ¢ npaBamn agMMHUCTpaTopa onepaunuoHHON
CcUCTEMBI UM aAMUHUCTPATOPOM JOMEHaA.

Kaxabii HoBbin PIN-ko AOMKEH COOTBETCTBOBATL BbIOpaHHBLIM MONUTMKAM KayecTBa.
Monutukm kavecTBa PIN-koaa yctaHaBnusatoTcsl B [aHenu ynpasneHust PyTokeH Ansi KOHKPETHOro kKoMnbloTepa.
[nsi Toro 4To6bl BbIOpPaTL NOMUTUKK, KOTOPble ByAYyT y4nTbiBaTLCS NPU oLeHKke YpoBHst 6esonacHocTu PIN-koaa:

1. 3anyctute MaHenb ynpasneHus PyTokeH.
2. lMepenpuTte Ha BKNaaky HacTporiku.



3. HaxwmuTe Hactporika.

ﬂ Manens ynpasnenwa Pytoken X

AaMmuHUCTpUpoBaHue CepTuduKaTsl HacTpoiiku O nporpamme

CywteisaTenu PyToken S
Konuuecreo cumTeisateneit Pytoken 5 |4 ~ WsmerwTe

MaKtMManbHOe KOAWYECTED YCTPOMCTE PYTOKEH 5, € KOTOPBIMUK
BO3MOXHO paBoTaTe 04HOBPEMEHHO.

Hactpoitkw PIN-koaa

AAMWHWCTPATOPE MOTYT HACTPauBaTe NapameTpel PIN-kogo08: Hacrpoiika...
5 K3WWPOBAaHWE, HaNOMUHAHWE 0 cmeHe PIN-Ko4a no yMoNYaHMio,
shes] wopuposanue s UTF-8,

Moantkk kavecrsa PIN-kogos

% Noawtukw kavecrsa PIN-KOA0E NO3BONAIDT NOBLICKTL YPOBEHL Hacrpoiika
;%‘r — BesonacHoCTH. Mpu cmeHe PIN-koga BYAeT BbiNOAHATRCA ET0 L
2| npopepka Ha CTOWKOCTb COMMIACHO 33AAHHEIM KPHTEPUAM,

HacTpoiiku kpunTonNpoBangepa

— | MpocmoTp M M3MEHEHWE HACTPOEK KPUNTONPOBangepa 4na Hacrpoika
& PasAM4HEIX MOAENEN PyTOKEH, !

3aKpeiTe

4. B packpbiBatowiemcs cnvcke Cuntate PIN-kop «cnabeim» npy AnvMHe MeHbLue, Yem Bbibepute HeobxoanmMoe Yncno.



5. B cekumu Monutukm yctaHoBuTeE chriaxkkn psaom ¢ HasBaHUSMMU MONUTUK.

Monawtnen kayectsa PIMN-kogoe o
MonuTHEN
CuynTaTe PIN-K04 «cnaBbiM= NpK AAWMHE MEeHbIIEA, Yem: | 1 v

PazpewnTe HCNoAE30EaHWe PIN-K04a N0 yMOoNYaHumo

Fazpewnte PIN-k04, COCTOAWMEA W3 0JHOMD NOETOPAKILLErOCH CMMEDNA
Pazpewnte PIMN-k04, cOCTOAWMEA TOABKD W3 LKWt p

Paspewnts PIN-k04, COCTOAWMA TONBKD W3 BYKE

PaspewnTe PIN-K04, COEN3aowmi ¢ NpegeigyLmm

MNosegeHue npw cmede PIN-koaa

Ecnn 334aH «cnabbiiis PIN-koa; MpegynpexiaTte w

Ecaw 3agaH «cpegHuis PIN-kog: | Huuero He genate e

2a8aTe NO YMONYaHWD OTmeHa MpUMEHWTE

6. [ins Toro utobbl Npu BBOAE HekoppekTHoro PIN-koda Ha akpaHe oTobpaxanock coobLueHue ¢ npegynpexaeHuem o Tom, 4to PIN-koa He
COOTBETCTBYET BblGpaHHLIM NONMUTMKaM, B packpbiBatoLemcs cnucke Ecnu sagaH «cnabbiid» («cpepHuii») PIN-kog BbiGepuTte 3HaveHue
«Mpepynpexaatby.

7. [Ons Toro 4tobbl 3anpeTuTb KCNonb3oBaHue «craboro» napons, B packpbiBatoliemcs cnucke Ecnm sapaH «cnabbiit» PIN-kop BbiGepuTe
3HayeHue «3anpeTuTb UCMOSb30BAHNEY.

8. [Ans Toro 4Tobbl YCTaHOBUTL 3afjaHHbIE MO YMOMYaHWIO NONUTUKK 1 noBefeHue npu cmeHe PIN-kofga HaxmuTe 3agatb MO YMOMYaHUIO.

9. [ns noaTBepxaeHust uameHeHuin Haxmute OK.

10. Ons npyuMeHeHUsi U3MeHeHW 1 NPoaoImKeHUs paboTbl ¢ nonuTUKamn Haxmute NMpUMeHUTDb.
11. B OKHe C 3anpocoM Ha paspeLleHne BHOCUTb M3MEHEHUSI Ha KOMMbloTepe HaxmuTe [a.

[MpocMoTp KNtoYEBBIX NAap U CEPTUPUKATOB, COXPAHEHHbIX Ha YCTponcTBe PyTokeH

B MaHenwu ynpaeneHuns PyTokeH NUYHLIM CEPTU(PUKATOM Ha3bIBAETCH KOHTENHEp, coaepXallunin: cepTudmrKaT, OTKPbITBIA KIOY 1 3aKPbITbINA KoY.
[na npocmoTpa cepTUUKATOB M KIOYEBbLIX Map, COXPaHEHHbLIX Ha YCTPOWCTBE PyTOKeH:

1. 3anyctute MaHenb ynpasneHusa PyTokeH.
2. Bbibepute ycTpoiicTBo PyToKeH.
3. lMpoBepbTe KOPPEKTHOCTL BbIGOPA YCTPOUCTBA.



4. Mepenpute Ha Bkagky Ceptudukaroi.

il Mawnenk ynpaenenus PyToker

AJMWUHWCTPUPOEaHWe CEPTHDWKATE  HacTpoikw

MoAkAKYeHHbIE PYTOKEH

O nporpamme

. PyToken 3LMN 2.0 1 v|

2

Eeectn PIN-kog,..

HMeanos-3
Microsoft Base Smart Card Crypto Provider
g CepTHdUKET JERCTENTENEH

L)

CepTUdUKAT C HEWIENEKAEMOA M HEIKCNOPTUPYEMON KAKYEBOM napol

Mma

T P N T P T

NnyHbie ceptdmkaTe(3)

=] HMeanos-3

te-81ebfe50-570a-43ef-83ea-b996dT6e...

NeaHoB-2
143D21D0F-AFAB-42B0-4450-4352D098...

HMeanos-1
50666f267-c393-8441-8864-c56166a267C

Konroun(3)

[Pa Knwoyesas napa NoOCT P 34.10-2001 DH
te-59fed953-3a97-4c36-9017-2ca71e44..,

Knwouesan napa R5A
IHdfl7e7f-1c3b-225b-9233-45847432130
? Knwouesan napa GOST R 3410

Hcrekaer JaperncrprpoBaH

28.02.2019

28.02.2019

28.02.2019

¥

[——]

%

——
Brinucate
CepTHgMKaT

HMMnopTUpoBEaTe IKCNOPTUPOEATE

— 1

Mo ymonyaHww  CEONRCTEA

2

¥aanuTe

3aKpHITE

Ha Bknagke CepTudukaTtbl 0ToGpaxatoTcsi cepTudmKaThl, KItoUeBble napbl U MNYHbIe CePTUMMKATLI, COXPaHEHHbBIE HA YCTPOMCTBE PYyTOKEH.

CneBa OT Ha3BaHWI CepTUDUKATOB, NINYHBLIX CEPTUMKATOB 1 KMOYeBbIX Nap oTobpaxatoTcst ukoHkn. OHM 06o3HavatoT cneayoulee:

m — NWNYHBIA cepTUdukKar.

ceptucmkat Kpuntollpo CSP.

— KIloYeByto napy.

1)

— kntovesyto napy Kpuntollpo CSP.

MonyxupHbIM LWpMTOM 0603HaYEHBI NMMYHBIE CEPTUdMKATBI, YCTaHOBMEHHbIE MO YMOMYaHuio. [Ins Kaxaoro Kpuntonposanaepa ycTaHOBIIEH CBOWA
NNYHBIA cepTudmkaTt no ymonyaxuio. B MaHenu ynpaBneHust PyTOKEH MOXXHO YCTAHOBUTL MO YMOMYaHWIO TONbKO NUYHBIA cepTudunkaTt RSA.

Ecnun npy HaxkaTum NeBOM KHOMKOW MbILIM Ha Ha3BaHUM NINYHOTO cepTudUukaTa B BEPXHEN YacTu OKHa NaHenu otobpasnTcsl yBeAOMIEHUS O TOM, YTO
TNNYHBIA cepTUdUKaT SBNAETCA HEHAAEXHBIM, TO HEO6X0AMMO ANS HEro YCTAHOBUTL JOBEPEHHbBIN KOPHEBOW CEpPTUMUKAT YAOCTOBEPSIOLLLErO LIEHTPa.

DOpMyNMPOBKY TaKMX YBEAOMIIEHWI MOTYT GbITb CreayoLUMM:




® "CepTudukaT HeHagexeH";

-------------- +  WMeanoe Mean MBaHoBMY

1 a 4 - ryptographic Service Provider
@ CepTHdHEAT HeEHagexeH

® "He yganocb NpoBepuTb CTaTyc 0T3biBa";

:-------------- | HMeanoe Mean MeaHosny
Crypto-Pro GOST R 34.1D-§DD‘I Cryptographic Service Provider
i Heyganolk NPOEEPKHTE CTATYC OTILIED

® "He yctaHoBneH kopHeBol ceptudmkar”.

WMeanos Mean MBaHOBMY

== | Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

w ¥ He ycTaHOENeH KOPHEBOW CcepTHgMEAT) [IpoMOTDETE | ¥TAHOEWTE
CepTUQUEET ¢ HEWZBENEKAEMEIM KR40 M

[nsi obHOBNEHUS cnucka cepTUUKaToB, NMUYHBIX CEPTUMMKATOB U KINOYEBLIX Nap psAoM ¢ nonem MopknioveHHble PyTOKeH HaX>XMUTE Ha KHOMKY

i

Pernctpauusa KopHeBOro ceptudumkata yagoCTOBEPAIOLLErO LEeHTPa B Ka4eCcTBe JOBEPEHHOIO
KOpHEBOro cepTudukara

Mepepn pervcTpaumen KOPHEBOTO cepTUdMKaTa yA0CTOBEPSIIOLLEro LEHTpa B Ka4ecTBe OBEPEHHOIO KOPHEBOTO CEPTUdMKATa NPOBEPLTE €0 HaNu4me

BHYTPUY NINYHOTO cepTudurkaTa, 3anncaHHoro Ha ycTponcTee PyTokeH.
[Ina npoBepKn HanU4nsa KOpPHEBOro cepTudukaTa:

. 3anyctute MaHenb ynpaBneHus PyTokeH.

. BblbepuTte ycTponcteo PyTokeH.

. [poBepbTe KOPPEeKTHOCTL BbIbOpa yCTPOMCTBA.

MepeiiguTte Ha Bknaaky Ceptmdukats.

. LLlenkHWTe neBow KHOMKOWM N0 MMEHU NIMYHOrO cepTudmkaTa, Ast KOTOporo Heo6xoauMo NPOBEPUTL Hannune KOpHeBOro ceptTudukata
YAOCTOBEPSAIOLLErO LIeHTPa.

oA WN




6. Haxmute CaoiicTBa.

il Mawnenk ynpaenenus PyToker

AJMWUHWCTPUPOEaHWe CEPTHDWKATE  HacTpoikw

MoAkAKYeHHbIE PYTOKEH

O nporpamme

HMeanos-3

Microsoft Base Smart Card Crypto Provider
g CepTHdUKET JERCTENTENEH

CepTUdUKAT C HEWIENEKAEMOA M HEIKCNOPTUPYEMON KAKYEBOM napol

. PyToken 3LN 2.01 v| | W | | Beectu PIN-kog,..

Mma

T P N T P T

NnyHbie ceptdmkaTe(3)

=] HMeanos-3

te-81ebfe50-570a-43ef-83ea-b996dT6e...

NeaHoB-2
143D21D0F-AFAB-42B0-4450-4352D098...

HMeanos-1
50666f267-c393-8441-8864-c56166a267C

Konroun(3)

'?3 Knwoyesas napa NoOCT P 34.10-2001 DH
te-59fed953-3a97-4c36-9017-2ca71e44..,

Knwouesan napa R5A
= 3fdf0TeTf-1c3b-225b-523a-45847432130

?u Knwouesan napa GOST R 3410

Hcrekaer JaperncrprpoBaH
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28.02.2019

28.02.2019
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Eoimwecate  MmnopTupoeaTe JKCNOPTUPOEATE
CepTHgMKaT
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¥aanute Mo yMOoAYaHWED

CEONACTED




7. B okHe c MeHeM cepTudukaTa nepenante Ha Bknaaky MyTb ceptudukaumm.

n | Weanoe-3 X

Ofwme Coctae YT CEPTHAMKELIM

MyTe CEpTHDMKALYAA

CRYFTO-PRO Test Center 2

MpocMoTp CEpTUDMKETA

CocToAHKe cepTUdMKaTa:

3TOT CepTUDWKAT AEACTEMTENEH.

8. Ecnu B cekuum MyTb cepTudukaumm otobpaxaeTcsi TONbKO OAUH CEPTUCUKAT UM 0TOGPaXKaAKTCS HECKOIBKO CEPTUGMKATOB C coobLleHrem o6
owunbke, To HEOBX0AMMO 0BPATUTLCS B YAOCTOBEPSIOLLMIA LLEHTP, BbIAABLUMUIA 3TOT cepTUdMKAT AMs NOSyYeHUst KOPHEBOTO cepTUdMKaTa.




9. Ecnu B cekuum MNyTb cepTudpukanmm otobpaxkaioTes ABa cepTudukarta n oauH U3 HUX ¢ coobLyeHnem o6 owwnbke, To HeobxoaMmo
BbINOMHWUTBL PETUCTPaLIMI0 KOPHEBOTO cepTudmKaTa ya0CTOBEPSIOLLErO LEHTPa B KA4eCTBE JOBEPEHHOIO CaMOCTOSITENBHO.

ah WMeaHos-3 >

OBwme Coctas  [1¥Tb cepTHdMKELIM

MyTe CEPTHDMKALIMIA

WJ CRYPTO-PRO Test Center 2
WBaHoBE-3

MpocMoTp cepTUdUKaTa

CoCToAHKME CepTUDMKaTa:

3TOT CEPTUOWKAT AEACTBMTENEH,

[lnsi camocToATENbHOW perncTpaLmm KOpHEBOTo cepTudymKaTa yo0CTOBEPSIIOLLEro LEHTPa B KA4eCTBE JOBEPEHHOrO:

. 3anyctute MaHenb ynpasneHus PyTokeH.

. Bribepute ycTpoiicTBo PyTOKeEH.

. MNpoBepbTe KOPPEKTHOCTL BbiGOpa ycTponcTaa.
. MepewipuTe Ha Bknaaky CeptndukaTtbl.

. LLlenkHMTE 1EBOW KHOMKOM MO UMEHU JIMYHOTO cepTudmKaTa, A4St KOTOPOro HeoGXOAMMO NPOU3BECTU PErMCTPaLIMIO KOPHEBOTO cepTudmKaTa
YOOCTOBEPSIIOLLErO LeHTPa B KAYECTBE AOBEPEHHOTO.

a b WON =



6. LWenkHnTe no ccbinke "YcTaHoBUTBL".

il Mawnenk ynpaenenus PyToker >

AJMHHWCTPUpOEaHWe CEPTUGDMEETE  Hacrpolkw O nporpamme

MoAkAKYeHHbIE PYTOKEH

| +»  PyToken 3UN 2.01 w | i Beectu PIN-kog,..

HMeanos-3

Mot registered
i He ycraHosneH KopHeBOW cepTrdnkat. [pocmoTpeTs | YTaHOBUTE
CepTUdMKaT C HEWIENEKAEMOA M HEIKCNOPTUPYEMON KAKYEBOM napoi

Mma Hcrekaer JaperncrprpoBaH &
CepTudmkate(3)

TecToBBIA Nog4nHeEHHBIR ¥, 300 “KP...

B {TCEE3F6B-54D5-4474-8913-EFTT95F1F.. 01.11.2027
Pomawka
Rutoken Plugin
Test CA
Rutoken Plugin

22022019

11.05.2020

NMuunele cepTudmkate(3)

Weanos-3
B e 81ebfes0.570a 43er 83ea bo96aTee., 28022019 |

HMeaHoB-2
{48D21D0F-AFAE-42B0-A450-4352D096. . 28.02.2013

HMeanos-1
50666f267-c393-8441-8864-c56166a267¢C 28.02.2019

Fonrzan(3)
mg Knwodesas napa NOCT P 34.10-2001 DH b

§ t x Kk

| ]

BeimucaTe  MMOopTUpOEaTe 3JKCNOPTUMPOEATE  ¥3anuTe [lo ymoadaHww CEOACTER
CepTHgMKaT

3aKpHITE

7. B okHe c npegynpexaeHeM o TOM, YTO NOCTe perncTpaumm KOpHeBoro ceptudmkara yaoctoepsioLlero LeHtpa, Windows 6yaet goBepsitb
nobomy cepTucmkaty, BblAaHHOMY 3TUM LIEHTPOM cepTudmKkauum, Haxmute Oa.
8. LLlenkHuTe NpaBoW KHOMKOW MbILLIW MO UMEHMW NMUYHOTO cepTudmkaTa, Ans KOToporo Bbin 3aperucTprpoBaH KOPHEBOW cepTudmkaTt

YOCTOBEPSIOLLErO LieHTPa B Ka4ecTBe AOBEPEHHOro cepTudmkaTta. B BepxHelt yact naHenu otobpasutcsa coobueHne "CepTtudmkat
nencreuTenen".

HMeaHoB-3

Mot registered

Q CepTudukaT 4efcTBUTENEH

CepTUdMKaT C HEWIENEKAEMON M HEIKCNOPTUPYEMON KAKYEE0NW Napoi

MpocmoTp nHpopmauumn o cepTudukate (knoYeBon nape, NMMYHOM cepTudmkaTe),
COXpaHeHHOM Ha ycTpoucTee PyTokeH

[ina npocmoTpa uHdopmauum o ceptudukate (KnoYeBon nape, NMMYHOM cepTudmKaTe), COXpaHeHHOM Ha yCTponcTBe PyTokKeH:

. 3anyctute MaHenb ynpasneHus PyTokeH.

. Bribepute ycTpoiicTBo PyTOKeH.

. MpoBepbTe KOPPEKTHOCTL BblibOpa ycTponcTaa.

Mepeiigute Ha Bknaaky CeptndukaTtbl.

LLlenkHWTe NpaBoW KHOMKOW MbILLIW MO UMEHW HEOBXOAUMOro cepTudmkaTa (KnoYeBoi napbl, NMMYHOro cepTudukara).

s eN



6. BblbepuTe NyHKT MeHto CBOMCTBA.
[ns ceptudukara:

n | Meanoe-3 =

Obwme  Cocras MyTe CEpTHhMKALYA

g CBeEeHnA o cepTduKaTe

3ITOT cepThdMKaT NpeaHaZHaYaceTcA OnA:

* MoaTEEp#AOEET YAANEHHOMY KOMNEKTEDY MAEHTUOMKALLD
BALUEMD KOMMEHKITEDS

KoMy Beigan: MeaHoe-3

KeMm BoigaH: CRYPTO-PRO Test Center 2

Oeitcteurensd ¢ 28,11, 2018 mo 25,02, 2019

3aABNEHUE NOCTABLLMES

Ha Bknagke O6Lyue ykasaHsbi:

nopJepxuBaemble cnocobbl UCMONb30BaHUS cepTudmkaTa;

MMs nonydatens ceptudukaTta;

Ha3BaHwue LeHTpa cepTudukaumm, BblaasLIero ceptudukar;

nepuog aenctensa ceptudukaTa;

OOMNoNnHUTENbHbIE CBeAeHNS 0 cepTudmkarte (kHomka 3asiBfieHUe NocTaBLUvKa).

Ha Bknaake CoctaB yKka3aHo nonHoe onucaHue cepTudukara:

®  yHMKaInbHbIA CEPUNHBLIA HOMEP, NPUCBOEHHBIN CepTUMMKATY LIEHTPOM cepTudukaLmu;
®  anropuTMm XeLmpoBaHWs, UCNONb3yeMblii LEHTPOM cepTudmkaummn ans umdposoi nognncn ceptudmkaTa;
® TWN M ANMHA OTKPLITOrO KIoYa;



® cBOAKa AaHHbIX (OTNeYaTok) cepTudukaTa.

n | Weanoe-3 X
Obwme COCTAE  [yTh cepTHMKALIW
Mokazate: | <Boex e
Mane SHa4eHNE &N
D Bepoin V3
DCEpMﬁHblﬁ HOMEp 1200 2fb0c5 2cel 9695 11...
D.ﬁmrnpmm NoANKCH MICT P 34, 11/34,10-2001
D}{am—anrnpmm Moanaci MCTP 34.11-94
BM3HETEJ‘II:- CRYFTO-PRO Test Center 2, ...
Dﬂeﬁn_—rBMTenEH C 28 HoRbpA 2013 T, 16:41:49
BﬂeﬁnBMTenEH no 28 despana 2019, 16:51:49
I-_'] CufieekT lAmanne - ~
CEOMCTES. .. KonvposaTe B dakn...

Ha sknagke MyTb cepTudmkaumm ykasaH nyTb OT BbIGPaHHOMO cepTudmKkaTa 4o LIeHTPOB cepTudmkaLmm, BolaaBLumx ceptudukat. Haxas MpocMoTpeTs
cepTUUKAT MOXKHO MOMYYMTb AOMONMHUTENBbHBIE CBEAEHUS O CEpTUMKATAX KaXKAOr0 LieHTpa cepTuduKaumy B nyTu.



[inga knoYeBon napsbl:

il Kniouesan napa RSA )4

Tun: RSA, Key exchange, OTKpbITEIA KKntoy: 1024-6MT
(= Aktiv ruToken CSPv1.0

\lk Mecnonk3oBaHmne: yrdpoBan NoANKUCe, WGpoEaHUE KNDYER
HeWzBENEKaEMAn M HEIKCNOPTHUPYEMAA KNDYEEAA Napa

WMHdopmayma

KoHTelHep

na: te-3oeaelac-Scee-4a36-biab-f348b9daf124
Knwyegan napa 3kcnopTupyema: Het

CeoicTea
Tun: RS54, Key exchange, OTkpoiteii knog: 1024-6ur
Mogyne: 1D 1961 76 D5 9D 35 71 DF FA 56 87 B9 85 5B 5...
OTEPEITEIA KAKY: 0e02000000A400005253413100040000..
FIECNOHEHTE: &5537




[ns kntovesoit napbl Kpuntollpo CSP (npy npocmoTpe napameTpoB kntodeBon napbl Kpuntolpo CSP Heobxoanmo BeecTu PIN-koa Monb3oBaTtens):

il Knwouesas napa FOCT P 34.10-2001 DH >

Tum: FOCT P 34.10-2001 DH, Key exchange, OTKpBITHIA kKnHod: 512-6MT
i C Crypto-Pro GOST R 34,10-2001 Cryptographic Service Provider
ﬁ WenonezoeaHwe: undpoBan Nognuce, Wi poEaHUE KAKDYER
HeskcnopTyWpyeMan KNKKYeEaA Napa

WH{opmayma
KoHTeaHep
Mma: te-e13b7232-2b34-45dd-28d7-ad34beEcE0ae
CeoicTea
Tur: rOCT P 34,10-2001 DH, Key exchange, OTEPBITER kA0 512-61T

OTEpPBITRIA Knioy: 06 20 00 00 23 2E 00 00 4D 41 47 31 00 02 00 00 30 12 06 O7 2A ...

OkcnopT ceptudmkaTa B chamn

MHoraa Bo3HMKaeT Heob6xoAMMOCTb nepeaaTb cepTUdUKaT, COXpaHeHHbIN Ha yCTpocTBe PyTokeH ApyroMy nonb3osaTtento. [ins atoro ceptudmkat
Heo6Xx0AMMO 3KCnopTUPOBaThL B chann.

B MaHenu ynpasneHns PyTokeH nmeeTcs Noaaepxka cneayolmx gopmaTtos annos cepTUdUKaToBs:

® CER;
® P7B.

B MaHenwu ynpaeneHus PyTokeH cyliecTByeT ABa cnocoba akcnopta ceptudmkata B dhann:

1 cnoco6
[ns akcnopTa cepTudumkaTa ¢ ycTponcTsa PyTokeH B dpann:

. Banyctute MNaHenb ynpasnexHusi PyTokeH.

. BbibepuTe ycTponcTBo PyTOKeH.

. MpoBepbTe KOPPEKTHOCTL BbIGOpa yCTPOMCTBA.
Mepengute Ha Bknaaky CepTudukarsl.

. LLlenkHWTe neBow KHOMKOW MbILLX MO UMEHM cepTudmkara.

s wWN



6. Haxmute SkcnopTupoBaThb.

%

IKCNOPTUPOBATE

7. Ecnu HeobxoanMo 3KCnopTMPOBaTh TONbKO cepTudmKaT, TO yCTaHOBUTE NepeknoyaTenb pSAoM ¢ HasBaHueM chopmaTta dhavina ans akcnopTa.

JECNOpPT CepTHgHEaTa
(®) DER-K0AMPOEaHHEIN daiin X500 [,CER)
() Base64-kogMpOEaHHEI dain X509 (.CER)
O Crangapt Cryptographic Message Syntax PECS #7 [.PTE)

8. Ecnv HeoGXoaMMo 3KCMopTUPOBaThL CEPTUMKAT BMECTE C KITOUYEBOI Napor, TO yCTaHOBUTE NepekntoyaTens B nonoxeHve daiin obmeHa
nuyHoi uHgopmaumen PKCS #12 (.PFX), asaxabl ykaxute naponb unu yctaHosuTe donaxok bes napons (ecnv He xoTuTe 3agaBaTtb Naposib).

JKCNOPT CEpTUGMKATA C KNKDYEEDA NapoM

(®) daiin oBMeHa MMYHOR Hb opMalwed PKCS 12 [ PFX)

|:|Ee3- napona
Maponk: | [IIT1T1TT] |
MoaTEepHgeHKE | LTI YT | RU

9. Psigom c nonem Mytb HaxxmuTe O630p 1 BeibepuTte aiin Ha KoMMbIoTEpE.

MyTe: | O630p..

10. HaxmuTe Jkenopt. B pesynbTaTe cepTudukat 6yaeT 3KCnopTUPOBaH B YKa3aHHbI dhaiin.

2 cnocob

[ns akcnopTa cepTudmkaTa ¢ ycTpocTBa PyTokeH B chainn:

. 3anyctuTte MaHenb ynpaBnexus PyTokeH.

. Bbibepute ycTpoiicTBo PyTOKeH.

. [poBepbTe KOPPeKTHOCTL BbIbOpa yCTpOMCTBa.

. MepewipuTe Ha Bknaaky CeptnduKaTtbl.

. WenkHnTe NnpaBo KHOMKON MbILWN MO MMEHW cepTudukaTa.
. Bbibepute nyHKT MeHio DKCIOPTMPOBATD.

or  Yaanute

OO WN =

Konupoeate MMA KoHTeRHERa B Gydep obmeHa

L

~ KonTeiinep no ymondannmo

W Haznaunts CEPTHMMKAT KNFYEEDH Nape...

=] o
1 Ceofictea

N

Ecnun Heobxoanmo akcnopTMpoBaTh TONMbKO cepTudMKaT, TO YCTaHOBUTE NepekniodaTernb psAoM C HasBaHneM copmata daina Ans akcnopra.
Ecnu Heobxoammo akcnopTMpoBaTh cepTUdMKaT BMECTE C KIoYeBOi Mapoi, TO yCTaHOBUTE NepeknioyaTtens B nonoxeHne ®ain obmeHa
nnyHom uHdopmaumeit PKCS #12 (.PFX), asaxabl ykaxute naposb unm ycraHosute dnaxok bes napons (ecnu He xoTute 3agaBaTb Naporib).
9. Psinom ¢ nonem MyTb HaxxmuTe O630p 1 BbibepuTe aiin Ha KoMMbloTEpPE.

10. Haxmute 3kenopt. B pesynbtaTe cepTudmkat byaeT 9KCMoOpTMPOBaH B yKa3aHHbIN dhain.

©

[ns akcnopTa KOPHEBOIo AOBEPEHHOIO cepTudmkaTa:

1. 3anycTuTe MNaHenb ynpasneHns PyTokeH.
2. Bbibepute ycTpoicTBO PyTOKEH.
3. MpoBepbTe KOPPEKTHOCTL BbibOpa yCTpPOUCTBa.



4. Mepenpute Ha Bknagky Ceptudukaroi.
5. WenkHnTe neBor KHOMKOW MbILWN MO MMEHMW NTIUYHOTO cepTudumkara.
6. Haxmute CsolicTBa.
7. MepeviguTe Ha Bknaaky Cocras.
8. Haxmute Konuposatb B cpaiin.
n | Wieanoe >
Obwme COCTEE  [yTe cepTHdMKELIM
Mokazate: | <Bcex e
Mone 3HIYEHME 2
DBEDEMH V3
BCEpMHHblﬁ HOMED 12002d7d14ee 73107852 7F2 1. ..
D.ﬂmrnpmm NoanAc MICT P 34.11/34. 10-2001
D}{am-anrnpmm NaAMKCA MCTP 34.11-94
DH3D.E|TEJ‘II: CRYPTO-PRO Test Center 2, ...
D,ﬂ,eﬁn_—rBMTenEH c 25 ceHTADpA 2013 r. 16:52:06
D,D,EHUBMTEHEH no 25 nexabpa 2018 r, 17:02:06
I-_']r"maﬁhnWT lArAHNR W
CeoicTEa. .. II{unMpoE:aTb E Qain. .. I

9. Haxmute Oanee.



10. YcTtaHoBWTe nepekntovaTesb pSAoM C HasBaHMEM HeobxoaumMoro hopmata v Haxkmute Janee

& ¥ MacTtep 3kcnopTa cepTUdMKaToE

Mopmar 3KcnopTHpyemaro danna
CepTHDMKATE! MOryT BbITe 3KMOPTHPOEAHE! B PAZNMYHEX GOPMaTAX.

BribepuTe dopMaT, KOTOPEIA Bbl XOTHTE MCMONBI0EaTE:
(®) daiine X.509 {.CER) B kogmposke DER
() taitne X.509 {.CER) B Kognposke Base-64
() CrannapT Cryptographic Message Syntax - cepTudmkaTel PKCS £7 (p7h)
BHIHOUMTE MO BOSMOMHOCTM BCE CEPTHAMKETEI B MYTE CEPTUDMKELIN

arn obMeHa nMuHOR MHbopMawaei - PKCS #12 (.PFX)

BIMKO4MTE MO BOSMOMHOCTH BCE CEPTUOMKETE! B MYTh CEPTHDMKELIAM
YOENUTE SEKPEITEIA KDY NOCNE YOMEWHOMD 3KopTa
SKCNOPTUPOBATE BCE PACLUMPEHHEIE CEOMCTEA

BIAKYMTE KOHDMAEHUMANEHOCTE CepTHbMKETa

¥PEHMMMLLE CEPMANME0BaHHEIX cepTudukaTos [55T)

=

OTmeHa

11. Haxmute O630p.




12. BblbepuTe dhain Ha KOMMbIOTEPE UNN BHELLHEM HOcuTene n HaxmuTe [lanee.

€ ¥ MacTtep 3xcnopTa cepTMdMKaTOE

Wma axcnoprapyemaro daina
YKEHHMTE MMA $aiina, KoOTopkIA Bel XOTMTE 3KCMOPTUPOBATE

Mma daiina:
Ci\Users\Dmitrieva'\Desktop\a 54654, cer

Janee OTmeHa

13. Haxmute NoTOBO. B pe3ynbTaTte cepTudmkaT OyaeT aKCNopTUPOBaH B yKa3aHHbIA dann.

MmnopT RSA cepTudukaTa u kntoyeson napbl RSA Ha ycTponctBo PyTokeH
[aHHasa onepaums no3sonseT MMNOPTUPOBATL Ha YCTPOMCTBO PyTOKeH Kro4eByto napy BMecTe ¢ cepTudumkaToM u3 dannos oopMaTos:

* PFX;
* P12

Ecnun ana umnopta BeibpaH dainn B popmate PFX unm P12, To 3akpbITbIi Koy 1 cooTBeTCTBYOWMIN RSA cepTudmkaTt 6yayT ckonvpoBaHbl Ha
yCTpOWCTBO PyTOKEH.

Ecnu cain B opmate PFX 3awumiieH naponem, To Ha akpaHe oTobpasunTtcst OkHO Ans BBOAA Naponsi.

Ecnu ana umnopta BeibpaH dain B chopmate CER, To MNaHenb ynpaBneHns PyTokeH NpoBepuUT, eCTb N Ha YCTPOWCTBE 3aKpbITbIf KoY,
COOTBETCTBYIOLWMIA AaHHOMY RSA cepTudukaTy. ECnm 3akpbIThIl KNtoY AeNCTBUTENBHO €CTb, TO MMMNOPTMPYeMbii RSA cepTudmkat byaeT cBszaH ¢
[OaHHbBIM KITO4OM.

Insa nmnopta RSA ceptudukata n kntodeBo napbl RSA u3 darina Ha ycTponcTeo PyTokeH:

. 3anycTuTe MNaHenb ynpasneHuss PyTokeH.

. BbibepuTe ycTpoincTBO PYTOKEH.

. MpoBepbTe KOPPEKTHOCTbL BbibOpa ycTpolicTaa.
. Mepenpute Ha Bknagky Ceptudukaroi.

. Haxmute UmnoptupoBsatb.

¥

[— ]

WmnopTrpoEaTe

a b oON==



6. Ykaxute nyTb K paviny aAns umnopta u Haxmute OTKpbITb. B pesynbTate RSA ceptudumkart u kntodesas napa RSA 6yayT MMNopTUpoBaHbl Ha
yCTpOWCTBO PyTOKEH.

HasHaueHune cepTudmkata gnsa KnoyeBomn napbl

Ecnu y nonb3oBaTens MMeeTcs cepTudmkaT, COOTBETCTBYIOLLWII KIIOYEBOM Nape, TO NOCIe CO34aHuUs KIoYeBon napbl Ha ycTpoicTee PyTokeH
HeobXoaMMO HasHaunTb Ans Hee cepTUdUKar.

[aHHas onepaums No3BonsieT Ha3HauMTb cepTudukat B popmaTte CER kntoveBon nape, HaxoasLencs Ha ycTponcTee PyTokeH.
[nsi Ha3HaveHusa cepTudmKaTa KnoyYeBon nape:

. 3anycTuTe MaHenb ynpaenexHus PyTokeH.

. BbibepuTe ycTponcTBo PyTOKEH.

. MNpoBepbTe KOPPEKTHOCTL BbiGOpa yCcTporicTBa.

MepeiiguTte Ha Bknaaky CepTuduUKaTbl.

LLlenkHWTe npaBoW KHOMKOW MbILLW MO UMEHM KIYeBOW napbl 1 Bbibepute NyHKT HasHauMTh cepTudmKaT Kno4eBon nape...

s LN

ma WMeTekaet JaperncrpuposaHd ~

PR PR g

NnyHble cepTudmeaTei(3)
------ HMeaHoe-3
te-81ebfe50-570a-33ef-83ea-bI96dT6e. . 28.02.2013

------ MeaHoB-2
14302 1D0F-AFAE-42B0-A450-4352D09E...

------ HMeaHos-1
50666f267-c393-844f-8864-c56166a267TC
Knroun(3)

?& Knwouesan napa NoOCT P 34,10-2001 DH

te-55fed853 83097 4cB6-9b17-2ca¥1edd..,

9 ‘ Knwuyesan napa RSA
3fdf0TeTf-1c3b-225b-923a * HazHaunTe CEpTUENKAT KNHIYEEDH NapE..

28.02.2019

28.02.2019

? Knwyeeas napa GOSTR 3« & Yaanurs

Konupoeate nma koHTERHEpa B Bydep oBmena

o -
i 1 CeoAcTea
— b i L
Ewinuvcate  WMmnopTupoeate ¥aanuTe HasHauWwTe cepTWdukat CEONCTEA

cepTUdrKaT

6. BbiGepuTe Ha komnbloTepe darn ¢ cepTudukaToM 1 HaxmuTe OTKPbITb. B pesynbTate cepTudmkaT GyaeT HasHayeH KIo4YeBor nape.

HasHadeHne HoBoro RSA ceptudmkata ang knoyeson napbl RSA

[aHHas onepaumsi no3BonsieT Ha3HaunTb HOBbIN RSA cepTudumkat ans kntoyeBor napbl RSA, Haxoasiencs Ha ycTporcTee PyTokeH.
[na HasHaveHna HoBoro RSA cepTudukaTta ans knoveson napsl RSA:

. 3anycTuTe MaHenb ynpasneHusi PyTokeH.

. BbibepuTe ycTpoinicTBo.

. [poBepbTe KOPPEKTHOCTL BbIGOPA YCTPOUCTBA.
. Mepengute Ha Bknaaky Ceptudukatsbl.

A ON=



5. LLlenkHWTe NpaBo KHOMKOW MbILIM NO HAa3BaHUIO NIMYHOro cepTudukata RSA un Bbibepute nyHKT HasHaumTb cepTudukaT kno4eBon nape.

Mma WerekaeT 3aperucTprupoEaH &3

03.03.2019

4  3kcnopTuposare..

3 Yaanume
Konupoeate wmA koHTeliHepa B Bydep oBmena
E KoHTeliHep no ymonYaHum

|
W HasHaumTs cepTWIMKAT KIFIHEBDH Nape...

Y = .
1 Ceoiictea

? Knwoyegaq napa R5A
2ad4lfc21d-bal2-3101-felB8-2d856ce3cb2

? Knwoyegaq napa GOSTR 3410

e W X K

< o

Erinucate HMMmnopTHpogaTe ZKCNOPTURPOEATE  ¥ganuTe Mo ymondanww CEOWCTEA
CEpTHOKMKAT

6. BbiGepuTe Ha komnbloTepe darn ¢ RSA ceptudukaTom u Haxmute OTKpPBITb. B pesynbtaTte Ans knoyeBol napbl 6yaeT Ha3HaueH HOBbIN
cepTudmkar.

YcTtaHoBKka Ans nuyHoro ceptudgumkata RSA atpmnbyTta "no ymonyaxuwo"

Ecnn HM Ans 0fHOro 13 NMYHbIX CepTUdUKaTOB He YCTaHOBMEH aTpmbyT "Nno ymonyaHu", To npu paboTte ¢ ycTponcTBom PyTokeH ByaeTt ucnons3osatbcs
cepTudUKaT, 3anMcaHHbIiN B NaMsAT YCTPOWCTBA pPaHbLLE BCEX OCTamNbHbIX.

Ecnu Ha ycTpoiicTBe PyTokeH eCTb NUUHbIA cepTudmkaT, ANnst KOTOPOoro paHee 6bin 3agaH atpmbyT "no ymonyaHuio" u BMEecTo Hero Heobxoammo
Mcrnonb3oBaTth APYron NudHbIi cepTudmkat RSA, To Ana apyroro cepTudumkaTa AOCTaTOYHO YCTaHOBUTL aTpubyT "No ymonyaHuio".

Y kaxpgoro kpunTtonposaiaepa aTpubyT "no ymonyaHuio" MoxeT ObiTb yCTaHOBIIEH TOMLKO AN OOHOO JINYHOTO cepTudmKaTa.
YT06bI yCTaHOBUTL AN NYHOro ceptudmkata RSA atpmbyT "no ymonyaxuio":

. 3anyctuTte NaHenb ynpasneHus PyTokeH.

. BbiGepuTe ycTponUCTBO PYTOKEH.

. [poBepbTe KOPPEKTHOCTL BblbOpa yCTPOMCTBA.

. Mepengute Ha Bknaaky Ceptudukarsl.

. LLlenkHWTe NeBoOW KHOMKOW MbILWM MO Ha3BaHWUIO NMUYHOrO cepTudmkaTa RSA.
. HaxwmuTe Mo ymonuaxuio.

=4

Mo ymoaYaHWD

O WON-=

7. Yxaxute PIN-kog MNonb3oBatens n Haxmute OK. B pe3ynbTaTe Nu4Hblii cepTudukat RSA ByaeT Ncnonb3oBaThesl Mo YMONYaHMI.

Ypanenue ans nuyHoro ceptudukata RSA atpubyTa "no ymonyaHmio"
YT06bl yoanuTb Ans nuyHoro ceptudukata RSA atpubyT "no ymonyaHuio™:

. 3anycTuTte NaHenb ynpasneHus PyTokeH.

. BbibepuTe ycTponCcTBO PYTOKEH.

. [poBepbTe KOPPEKTHOCTL BbIGOpa YCTPOMCTBA.

. Mepenpgute Ha Bknaaky Ceptudukarsl.

. LLlenkHnTe neBoW KHOMKOM MbILLW MO HA3BaHWIO NUYHOTO cepTudmkata RSA.

a b ON==



6. Haxmute Mo ymonyaHuio.

e

Mo yMoaYaHKD

7. Ykaxute PIN-kog MNonbsosatens n Haxmmte OK. B pesynbtaTte nuyHbiii ceptudpmnkat RSA He ByaeT ncnonb3oBaTbCs N0 yMOMYAHWMIO.

Pernctpauus nMyHoro ceptndukaTa B NIOKanbHOM XpaHUNuLLe

YTtobbl pa3nuyHble NpUNoXeHns onepaunoHHon cuctembl Windows Mornm obpaliatbesi K IMYHOMY cepTudukaTty, XpaHsaLwemMycsi B NaMsaTh yCTPOMCTBa
PyTokeH, HeobxoamMMo 3aperncTpupoBaTh ero B NokanbHOM XpaHunuile paboyei cTaHuum. B HeKoTopbIX crydasx NUYHbIA cepTudukaTt perucTpupyeTcs

aBTOMaTUYECKU.
[llaHHasi npouenypa No3BONSET 3apETrMCTPUPOBATL NMUYHBIA CEPTUCUKAT B NOKaNbHOM XpaHUMULLE.
[ins perucTpauum NMYHOTO cepTudmKaTa B NIOKaribHOM XpaHUnuLle:

. 3anyctute MNaHenb ynpasnexHusi PyTokeH.

. Bbibepute ycTpoiicTBo PyTOKeEH.

. MNpoBepbTe KOPPEKTHOCTL BbIGOpa ycTponcTaa.

. NepeiignTe Ha Bknagky CepTudukaTsl.

. B cTpoke c nmeHem ceptudukata B ctonbLe 3aperMeTpupoBaH yCcTaHoBUTE hiaxok.

a b ON -

Cepmudmrkatei(l)

-------- AKTIV-ROOTCA
B

{38436E30-1DCB48F6-BBAS-634BA015... 30.07.2036

NMnunele cepTrguratei(2)

Ld HMeaHos
te-97603111-039%a-4f4b-b2ab-94d33d 4.
. Heanos
te-161fc9fb-aec3-4b69-87ce-fh2debTac
Knrounid)
[;;a Knwodegaqa napa MOCT P 34.10-2001 DH
te-e13b72a2-2b34-45dd-89d7-ad34b66...

? Knwoyegaqa napa RSA
te-36eaelac-5cee-dase6-b3ab-f343b9da...

(<]

25.12.2018

25.12.2018 ||

Mma WeTekaeT JaperncTpupoeEaH

YpaneHue nuyHoro ceptudpmkaTta ns fiokanbHOro xpaHunuwa
D,J'lﬂ yAanexHusa nu4Horo CepTVI(bVIKaTa M3 NOKasnbHOro XxpaHunuuia:

. 3anyctute MaHenb ynpaBnexHus PyTokeH.

. BblbepuTte ycTponcteo PyTokeH.

. [poBepbTe KOpPpPeKTHOCTL BbIbOpa yCTPOMCTBA.

MepeiiguTte Ha Bknaaky CeptmdukaTts.

. B cTpoke ¢ umeHem nuyHoro ceptudmkata B ctonbue 3aperMcTpmpoBaH CHUMUTE Onaxok.

oA wWN

Ypanenue RSA ceptudumkata (kntoyeson napbl RSA, nuyHoro ceptudmkata RSA) n3 namatn

yctponctea PyTokeH

Mocne ynaneHus RSA cepTtudukat (kntodesyto napy RSA, nuuHbIn ceptudmkat RSA) BoccTaHOBUTL ByAeT HEBO3MOXHO.

Onsa ynanenust RSA ceptudwmkaTa (kntoyeBon napbl RSA, nuyHoro cepTudgmkata RSA):

1. 3anyctute MaHenb ynpasneHus PyTokeH.
2. BblbepuTe ycTporcTBO PyTOKEH.
3. lMpoBepbTe KOPPEKTHOCTL BblIGOpa ycTponcTaa.



4. Mepenpute Ha Bknagky Ceptudukaroi.
. B cTpoke ¢ umeHem RSA cepTudmkara (kntodesort napbl RSA, nuuHoro ceptudmkata RSA) WenkHuTe neBor KHOMKON MbILLW.
6. Haxmute Ypanutb.

¢

¥oanuTe

[$]

7. B oKkHe ¢ 3anpocoM Ha noATBepkaeHWe onepauun Haxmute fa.
Beeaute PIN-kop Monb3osatens n Haxmute OK. B pedynbTaTte BbiGpaHHbI RSA cepTudumkar (knoyesas napa RSA, nuyHbii ceptudmkat RSA)
6yneT 6e3B03BpaTHO yaaneH U3 namsTy ycTponcrea PyTokeH.

©

MogkntoyeHne PyTokeHa K ycTponctsy Ha Android

PyTokeHbl, KOTOpble MOXXHO NOAKMIOYMTL K YCTpOUCTBY Ha Android
K yctponctsy Ha Android MOXXHO NOAKMIOYUTB:
® PyTOoKeH c pa3bemom Type-C;

® nyanbHyo cMapT-kapTy ¢ nopaepxkon NFC;
® Bluetooth-TokeH.

YcraHoBka npunoxeHus MNaHenb ynpaeneHus PyTokeH Ha Android
anJ'IO)KeHI/Ie MaHenb ynpasrneHua PyTOKeH AaeT BO3MOXHOCTb!

® npocmaTtpvBaTb MHGOPMALMIO O NOAKIYEHHBIX YCTPOUCTBax PyTokeH;
® n3meHsATb PIN-koabl 1 METKM YCTPOMCTB;
® oTcnexvBath 3apsg akkymynstopa Bluetooth-Tokena.

[ns yctaHoBku npunoxexus MaHenb ynpasneHns PyTokeH:

1. 3anyctute Google Play MapkeT Ha ycTpoiicTse.

2. Hawvigpute npunoxexue lMNMaHenb ynpasnenns PyTokeH. [na atoro B cTpoke noucka Google Play MapkeTa BBeauTe Ha3BaHWe NpUoXeHns n
Haxxmute ENTER.

. Boibepute lNMaHenb ynpasneHus PyTokeH B crincke pesynbTatos noucka. OTKpoeTcst cTpaHuua ¢ Noapo6HbLIMU CBEAEHUAMMN O NPUMOXKEHNN.

. Haxmute YctaHoBUTD.

. O3HaKoMbTECb CO CMNCKOM MpaB, KOTOPble HEOOXOAMMbI NMPUIOXEHUIO.

Ecnu Bbl cornacHbl npefocTaBUTb NPUIOXEHNI0 Tpebyemble npaea, HaxkmuTe MpUHATL. HauHeTcs 3arpy3ka U yCTaHOBKa MPUIOXKEHHUS!.
. Ecnu Bbl He cornacHbl NnpegocTaBUTb NPUIOXKeHWI0 Tpebyemble npasa, HaxmuTe Hasag. B aTom cnydae yctaHoBKa npunoxenus 6yaeT
OTMeEHeHa.

REZRUES

MopxnioueHue Bluetooth-TokeHa k ycTpoiticTBy Ha Android
Mpouecc nogkntodeHns Bluetooth-TokeHa k ycTporictBy Ha Android cocTouT u3 crneayoLmx 3Tanos:

1. MNpoBepka ypoBHSA 3apaaa akkymynsitopa Bluetooth-tokeHa.
2. BkntoyeHue Bluetooth-TokeHa.
3. Hactpoliika yctponctea ans pabotel ¢ Bluetooth-tokeHom.

Otan 1. [ins npoBepku YpoBHS 3apsiaa akkyMynaTopa, HaXMUTe Ha KHOMKY, pacnonoxeHHyto Ha Bluetooth-TokeHe. Ecnv Ha TokeHe Ha4yHeT MUratb CUHWUIA
MHAMKaTOp, TO OH rOTOBO K paboTe. B npoTuBHOM crny4ae, akkymynsitop Bluetooth-TokeHa Heob6xoanmo 3apsauThb.

[ns 3apsgkv akkymynsitopa, nogakntounTe Bluetooth-TokeH kK USB-nopTy komnbtoTepa.
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3ran 2. HaxmuTe Ha KHOMKY, pacrnonoXeHHyto Ha Bluetooth-TokeHe.

Ha TokeHe HayHeT muratb NHOUKaToP.

9Oran 3. Nepep HacTpolkon ybeamTech, YTO YCTPOWCTBO HAXOAMTCSA Ha paccTOsHUM He Gonblue ogHoro meTpa oT Bluetooth-TokeHa.

Bkntouunte Bluetooth Ha ycTpoiicTee 1 nogkntounTe Bluetooth-TokeH. [ns atoro Ha yctpovicTee BbibepuTe Hactpoiku > Bluetooth n y6egutecs, yto
nepeknioyartens Bluetooth HaxoguTcs B nonoxeHunn «Bkny».

B HacTpoiikax Bluetooth Ha ycTpoiicTBe HaauTe ums Bluetooth-TokeHa (nocnegHve 5 undp nmeHn ykasaHbl Ha kopnyce Bluetooth-TokeHa), HaxmuTe Ha
Hero 1 noATBepanTe NOAKMIOYEHNe.
3aiignTe B paHee yCTaHOBMNEHHOE NpUMoxeHne. Ha akpaHe ycTponcTBa oTobpa3nTcsa Ha3BaHue noakntodeHHoro Bluetooth-TokeHa.

Ecnu Bluetooth-TokeH 6bin oTchopmaTnpoBaH ¢ wudgposaHuemM paguokaHana no FOCT 28147-89 (FTOCT 28147-89, ycuneHHas 3awumTa), To Heo6xoanmo
BbINOSTHUTL aKTUBALMIO LUMPOBAHNS padnokaHana (Ha aTo yka3biBaeT coobLueHne, KoTopoe oTobpaxaeTcs Hke Ha3aHus Bluetooth-TokeHa).

[Onsa aktnBauun LIJI/ICprBaHI/Iﬂ KaHana:



1. HaxwmuTe Ha Ha3BaHwue Bluetooth-TokeHa. OTKpOETCS OKHO C OCHOBHOW MH(bOpMaLIME O HEM.

PYTOKEeH

NOAKMIOYEHHBIE YCTPOMUCTBA

MBaHoB WU. C.
PytokeH 3LIM Bluetooth

=

Heo6xo,qmma aKTneauua IJJVICprBaHVIﬂ KaHana

NOAKMIOYEHHOE YCTPOUCTBO

MBaHoB WU. C.

NHOOPMALINA

Mogenb PyTtokeH LM Bluetooth
ID 83508
Bepcus 20.1.21.0
CBob6oaHasi naMaTb (6aiT) 58912
N3meHunTb PIN-KOO MOXKeT

UTF-8 B PIN-kopax Bo3MoOXXHO

Heobxoamma akTuBaums WwWnMgppoBaHus
KaHana

2. HaxmuTte Ha cTpoky "Heobxoanma akTuBauus wmndpoBaHus kaHana". OTKpoeTcsi OKHO AN BBoAa Napornsi.

BeeauTe Napo/ib MHULManuaaLum

1JDQ-XH7H-KGUX-BGDD-TGBB

&3 CkaHwposatb QR-kog

0K

3. Beepute naponb 1 Haxmute OK. Ha akpaHe ycTpoicTea oTob6pasutcsa coobLyeHne o ToM, YTO LWndpoBaHue kaHana akTmempoBaHo 1 Bluetooth-
TOKEH MOXHO MCMONb30BaTh C yCTponcTBOM Ha Android.



MopknioyeHne PyTokeHa ¢ pasbeMoM Type-C k ycTpoiicTBy Ha Android

PyTokeH ¢ pasbemom Type-C noakntoyaeTcs K ycTpoicTBy Ha Android co cneumnanbHbii noptom USB Type-C. Ecnn TokeH nogkniodeH KOPPEKTHO, TO Ha
HEM HayHeT CBETUTLCA MHAMKATOP M ero Ha3BaHue oTobpasutcs B NpunoxeHun MNaxens ynpaenenus PyTokeH.

[nsi npoBepku KOPPEKTHOCTU OTOBPaXKEeHUs Ha3BaHWs PyTokeHa B npunoxeHuu MaHens ynpasneHust PyTokeH:

1. MNopkniounte PyTokeH ¢ pasbemom Type-C K yCTPONCTBY.
2. 3anyctute npunoxexue Maxens ynpasneHust PyTokeH.

3. B OkHe NpunoxeHust HaXKMUTe Ha HasBaHue ycTpoiicTBa. OTKPOETCA OKHO C OCHOBHOWN MHpopMaLmen O TOKEHe.
Ha unnioctpaumsix npeacTaBneH npuMep KOPPEKTHOro 0ToBpaXKeHUst Ha3BaHUst TOKeHa U MHADOPMALIMM O HEM.

NOAKNOYEHHBLIE YCTPOWUCTBA

NeaHoB W. C.

FyTokeH L

MOAKJTIYEHHOE YCTPOMUCTBO

MeaHoB WU. C.
MHOOPMALWSA

Mogenb Pytoken 3UIM
ID 0965378130
Bepcuna 59.3.26.2
CBob6ogHaa namaTb (6aiT) 55872
N3meHuTb PIN-KOO MOXeT

UTF-8 B PIN-kKopax BOo3MOXHO

MopknioyeHne ayanbHOW cMapT-kapThl ¢ noaaepxkon NFC K yctpoictBy Ha Android
Ang noaxnioueHns ayanbHol cmapT-kapTel ¢ nogaepxkon NFC Heobxoanmo mobuneHoe ycTpoiictso ¢ moaynem NFC.



[Ina nopknioyeHns gyanbHon cMapT-kapTel ¢ nogaepxkoin NFC npunoxute cMapT-kapTy k mogynto NFC MoburnbHoro yctpoiictea. Ecnm mobunsHoe
YCTPOWCTBO M3[ano 3BYK, 3HAYUT CMapT-kapTa K HeMy Noaknioymnack. Takke npu KOPpEKTHOM MOAKMIYEHUN Ha3BaHWE CMapT-KkapTbl 0TO6pa3nTcs B
npunoxexumn Maxenb ynpaeneHusi PyTokeH.

ﬂ:éﬁaﬁmbl C AyarnbHol cMapT-kapTon Ha MOBUIIbHOM YCTPOMCTBE npunoxuTe ee k mogynto NFC mobunbHoOro yctporictea Ha Becb nepuog paboTsl ¢
H

[Ins npoBepku oTobpaxeHus Ha3BaHWS AyanbHow cmapT-kapTel ¢ nogaepxko NFC B npunoxenumn MNaHenb ynpasneHns PyTokeH:

1. Mopgkniounte cmapT-kapTy ¢ noaaepxkon NFC k ycTporcTay.
2. 3anyctuTe npunoxeHue MaHenb ynpaBneHns PyTokeH.

3. B OKHe NpUIOXEHUs1 HAXXMUTE Ha Ha3BaHwWe ycTpoiicTBa. OTKPOETCSt OKHO C OCHOBHOW MH(POpMaLMel O cMapT-kapTe.
Ha vnnioctpauumsix npeacTaBneH npuMep KOPPEKTHOro 0TOBPaXeHNst Ha3BaHUs CMapT-KapTbl ¥ MHAOPMALIK O HEN.

NOAKNIOYEHHBIE YCTPOWUCTBA

MeaHoB W. C.

% PyTokes NFC
)5

NOAKNKOYEHHOE YCTPOUCTBO

NBaHoB W. C.
MHDOOPMALMA

Mogaenb PyTtokeH NFC
ID 4059231220
Bepcusa 138.1.23.2
CeobogHasa namMmaTb (6aiT) 35476

[Tone3oBatens  AAMUHUCTpAaTop
UTF-8 B PIN-kogax BoamoxHO

Pa6ota c npunoxeHuemM NaHenb ynpaeneHusi PyTokeH

NameHeHue PIN-kopa

Insa nameHenus PIN-kopa Monb3oBaTtens unu AgmuHucTpaTopa B npunoxeHun Maxvens ynpaeneHus PyTokeH:



1. Mopakniounte PyTokeH K ycTponcTBy Ha Android.
2. 3anyctuTe npunoxeHue MaHenb ynpaBneHns PyTokeH.

3. UT0Obl OTKPLITH MEHIO, HAXMUTE B NPABOM BEPXHEM Yriy Ha 3HAYOK
4. BbibepuTe nyHKT MeHto CMeHuTb PIN-koa. B npunoxeHun otobpasutca okHo Ans Beoga Hoeoro PIN-koga.

5. MepewiauTe Ha Bknaaky Monb3oBaTtens (ans Beoga Hosoro PIN-koaa Monb3oBaTens) unv AoMUHUCTpartop (ans seoga Hosoro PIN-koaa
AOmMuHUCTpaTopa).
6. Beegute Texkywmii PIN-kog.

MONL30BATENb AOMWUHWUCTPATOP

Beepute PIN-kog

LTI ]

BeenuTe HoBBIN PIN-kog
EREEREEE |
MopreepauTe HoBeIA PIN-kog

srernend] -

OK

7. [OBa pasa BeeguTte HoBbI PIN-koA.
8. Haxmute OK.

MsmeHeHue MeTkM ycTpoircTBa PyTokeH
[ns usMeHeHns MeTkn yCTpOVICTBaI

1. Mopkniounte PyTokeH K ycTporcTBy Ha Android.
2. 3anyctuTe npunoxenue MaHenb ynpaBneHust PyTokeH.

3. YT06bl OTKPLITH MEHIO, HAXXMWUTE B NPABOM BEPXHEM YITly Ha 3HAYOK

4. BbibepuTe nyHKT MeHio CMEeHUTb MeTKy TOKeHa. B npunoxeHunmn otobpasutcs okHo ans seoda PIN-koaa MonbaoBaTens u HOBOM METKM.
5. Beeaute PIN-kog MNMonb3oBatens.

Beegute PIM-kog MNonsaoeaTena

LA LR L L LY %

BeenuTe MaTHY

PyTokeH

oK

6. BBeaute HOBYIO MeTKy.



7. Haxmute OK.

Pas6nokuposka PIN-koga

[nsa pasbnokuposku PIN-koaa MNonb3oBaTens:

1.

MopxkntounTe PyToKeH k ycTpoicTBy Ha Android.

2. 3anyctute npunoxeHve NMaHenb ynpasneHUA PyTOKEH.

6.

. UTOObI OTKPLITb MEHIO HAXXMUTE B MPaBOM BEPXHEM Yrily Ha 3HAYOK
. BbiGepute nyHkT meHio Pa3bnokupoBartb. B npunoxeHun otobpasutcs okHo ans seoaa PIN-koga AgMuHucTpaTopa v kHomnka ans

pasbnokuposku PIN-koga MNonb3oBaTens.

. Beegute PIN-kog AomuHucTpatopa.

Beeawte PIN-kog AgmMuHKMcTpatopa

LT TET S

PA3IBNOKWPOBATE

Haxmute PasbnokupoBsarb.

OcobeHHocTU B paboTte ¢ Bluetooth-tokeHom

MpocMoTp uHAMKaTopa 3apsaku akkymynsatopa Bluetooth-TokeHa

ﬂﬂﬂ NpoCcMOTpa MHAMKATOpPa YPOBHA 3apAaKU akkyMynaTopa:

1.
2.
3.

0 N oM

3anyctuTe MaHenb ynpasneHus PyTokeH.

W3 packpblBatoLerocs cnvcka lNoaxnioyeHHble PyTokeH BbibepuTe Bluetooth-TokeH.

[nsa Toro 4ToGbl NPOBEPUTL KOPPEKTHOCTL BhiGopa Bluetooth-TokeHa:

a. HaxmunTe UHpopmMauus.

b. npoBepbTe MHDOpMaumio 06 ycTpoicTee. Ha kopnyce Bluetooth-TokeHa yka3aHbl nocnegHue natb undp ID;
c. Haxxmute OK.

. Haxxmute Bectu PIN-kopA.

. YcraHoBwWTe nepekntovaTens B nonoxeHne AgMuHuctpartop unv MonbsoBartens 1 BBeauTte PIN-kog AgmuHucTpatopa unm Monb3oBartens.

. Haxxmute OK.

. MepewiguTe Ha Bknaaky JONONHUTENBHO.

. B packpbiBatoiemcsi cnncke PytokeH SLIM Bluetooth BbiGepute ums Bluetooth-TokeHa. B none CoctosiHue oTo6pasnTcst MHAMKATOP YPOBHS

3apsaaky akkymynsitopa, BbiopaHHoro Bluetooth-TokeHa.

AIMWHMCTPMPOBaHWe AONOAHUTENEHD  CepTudueatst Hacpofkw O nporpamme

BrifepuTe yoTpoicTe

PyTtowen 3LUMN Blustooth 'DBB-H-BEE-DB w CocToRHWE:!

YcraHoBKka BpeMeHu paboThbl B pexxkume oxupanusa ans Bluetooth-tokeHa

dyHKUMS YeTaHoBKa BpeMeHu paboThl Bluetooth-TokeHa B pexxvme oxupgaHus no3BossieT BbiGpaTb NPOMEXYTOK BpEMEHU, Yepes KoTopbli Bluetooth-TokeH
BbIKMIOYUTCS, €CMU OH HE UCMONb3YeTCs.

PekomeHayeTcs ycTaHOBUTL — 15 MUHYT.

Ecnu ycraHoBneHo Gonblue 15 MUHYT, TO 9TO CHU3WT 06LLYI0 NPOAOIKMTENBHOCTL paboThl Bluetooth-TokeHa Ha 0AHOM 3apsie akkyMynsTopa.



[ns yctaHoBKM BpeMeHn paboTbl Bluetooth-TokeHa B pexnme oxungaHus:

. 3anyctute MaHenb ynpasneHus PyTokeH.

. U3 packpbliBatoLerocs cnucka MoakntoveHHble PyTokeH Boibepute Bluetooth-TokeH.

. MpoBepbTe koppeKTHOCTL Bbibopa Bluetooth-TokeHa.

. MepewipuTe Ha Bknaaky JOMNOMHUTENBHO.

. B packpbiBatoLemcs cnncke PyTokeH SLIIM Bluetooth Buibepute nms Bluetooth-TokeHa.
. YcTaHoBWTE perynsitop B HE06X0AMMOE MONOXEHMWE.

Bpemna oo SETOOTKAKYEHWA NP paboTe 0T aKKYMYNATOPE B PEXMME OXMOAHMA

15 25 35 45 55

o O WN =

MUHYTEI

[MprreHATE

7. HaxmuTte MNMpUMeHUTDb.

8. YcTtaHoBuWTe nepeknoyaTtens B nonoxeHne AaMuHuUcTpatop vnu Monb3osarenb v BBeante Heobxoammelii PIN-koa.
9. Haxmute OK.

OcobeHHocTU B paboTe ¢ ycTponctsom PytokeH SLIM Flash

BaxHoit ocobeHHocTbio yeTporicTBa PyTokeH SLIM Flash sinsetca Hannume ynpaensemoint Flash-namstn. OHa moxeT BbITb NofeneHa Ha pasgensi,

OOCTYN K KOTOPbIM pa3rpaHuymBaeTcs ¢ nomolubio PIN-kogoB. Takasi naMaTb HasbiBaeTCs 3alyLLEHHON 1 Npu hopMaTUpoBaHUN YCTPOUCTBA ee
COCTOSIHWE OCTaETCSl HEU3MEHHbIM.



	Начало работы с устройствами Рутокен

